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BBE/IEHUE
['nobanbHas cerb HWHTepher crana
IIOBCEJHEBHOM CBsI3U U 0OMeHa nHdopmarlieit mo BceM

3THM T0Jb3ytoTcsl. KubepnpecTynHocTh cTpemMuTe!

HE34!

MCHHUMbIM CpeacTBOM
Y MUpPY, U IPECTYIIHUKH
BHO pacCIIUpsET CBOM

MaciuTab, OHa IPOHHUKIIA BO Bee cephl 001eCTBEHHOM KU3HM, BKITIOYas OM3HEC-

CTPYKTYPBI, OOILECTBEHHYIO U JIMUHYIO )KU3Hb TPAXKAaH

[IpakTHuecku exeroaHo B CTOJMIIE HAOIOIaeTCs
NPECTYIUIEHHH, COBEpLIEHHBIX B chepe BBICOKHX Te!
TEHJIEHLMS YBEJIMYEHHUS KOJIMYEeCTBAa COBEpIIAEMbI]
00yc/oBIeHa aKTUBHBIM Pa3BUTHEM HH(POPMALIMOHHBIX
CBSI3aHHBIX C JKH3HEIEST

BOBJICYUEHHE TPOLIECCOB,
B MHTEpHET-CpeAly OOBEKTHBHO HM3MEHMWJIO BEKTOp Ip
Bce OoJiee HampaBisis ero B KHOepnpoCTPaHCTBO.

HecMoTpss Ha CcHuXeHHE YpOBHsS 0OIeyrol
10751 KUOeprpecTyIUIeHH W3 BCEX MMPECTYIIEHHH, 3
TeppuTOpuM r.Muncka, yBenuuuiack ¢ 38,0% mo uron

nepsoe nomyroaue 2026 r.

Cnpaeouno: 2015 200 — 3,8%; 2016 200 — 4,

2018 200 — 9,1%; 2019 200 — 16,3%,; 2020 200 — 37,

2022 200 — 25,2%; 2023 200 — 33,7%, 2024 200 — 37,6%:;
ITpunsitele B 2025 r. W mnepBOM MOJYro

3aMHTEPECOBAaHHBIMU  MpeAyINpeUTEeIbHBIE MEpHI,

npoduiakTuyeckor paboTsl C LIMPOKUM OXBATOM Hace!]

YIPEXKICHAE COBEpLUIEHUS KUOepnpecTyIluleHui, B
TMOBJIMSIM HA COCTOSIHME KPUMMHOI€HHOH OOCTaHOBK
MPOTHBOAEHCTBUS KHOEpIIPeCTyMHOCTH, 00ECIeYrB CH
KOHIly roja. Bmecre ¢ TeM, HECMOTpsi Ha IPUHSATBIE MeP
2026 r. oTMeuaeTcs pocT KUOeprnpecTyIUIEH M KaK B LIE!
U B I. Muncke (+2,9%; 2026 r. — 2731; 2025 r. — 2655),

BMmecte ¢ TeM oTMeyaeTcs CHH)KEHHE YMCIIA yUT
MOIUGUKaUK KOMIbIOTepHOH HHpopmauuu (-36,79
3aBeIOMO JIOXKHBIX co00IIeHH# 00 onacHocTH (-22,5%;

| POCT PErUCTPUPYEMBIX
XHOJIOTHUH. YcToluuBas
X KuOepnpecTyIjieHul
texHosiorui. [lIupokoe
€JIbHOCTBbIO 0OI1ecTBa,
OTUBONPABHBIX JESIHUH,

TOBHOM IIPECTYITHOCTHU
APErHCTPUPOBAHHBIX Ha

am 2025 r. 1o 39,6% 3a

3%, 2017 200 — 6,5%;
4%, 2021 200 — 25,6%,

o 2026 1. BceMu
B YacTH TMPOBeJAEHHUS
€HHsl, HallpaBJIEHHOM Ha
uejaoM OJIaronpUsTHO

B I. MuHCcke B cdepe
JKEHHE TaKUX JEeSHUU K
bl, B [IEPBOM I10JIyTOIHH
TOM 10 pecnyOiuKe, TaK

EHHBIX XHUILIEHUHN IyTeM
0, ¢ 1043 nmo 660) mu
¢ 89 o 69). [1Ipu 3Tom B

HOEJIOM TII0O Tropoay 3HAUUTEIBHO BO3pPOCJIO KOJHYECTBO BbIMOIaTeJ/IbLCTB

(+145,8%; ¢ 83 no 204), ormeyaercs pocT 001
MOILIEHHUYECTB, COBEpPILUEHHBIX C  HCIOJIb30BaHH
KOMMYHMKaIlMOHHBIX TexHoorui (aanee — UKT) (+15
TaKXKe MPECTYIUICHU, MPeIyCMOTPEHHBIX CTAThSIMH TJI
benapycs (+224,1%; ¢ 54 no 175).

B obuieli ctpykType kubeprnpecTynHOCTH, KaK U
HUKT-mMomeHHHYecTBa M XHLIEHHS IyTeM MOIU(H
uHpopmaruu (58,4% u 24,2% COOTBETCTBEHHO).

1ero 4YUciaa YYTEHHBIX
eM  HHGPOPMALIMOHHO-
,6%:; ¢ 1382 no 1597), a
aBbl 31 YK PecnyGnuku

npexne, NpeBalupyroT
Kalul KOMIIBIOTEPHOH
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Crpykrypa 3apeructpupoBanHbix MKT-BHIMOraTrenbCcTB  BBIMJISIAMT
ClIeIyIOUM 00pa3oMm: ‘

+ bnokupoBka y4etHbix 3anuceit iCloud — 61 (67,0%),

. Yrpoza  pasriauieHus KOMIIPOMETUPYIOLIUX  MaTepHaJIOB

MHTUMHOIO Xapakrepa — 29 (31,9%),

. biokupoBka komnerorepHoii unpopmauuu + 1 (1,1%).

B crpyktype kubepnpectynHocTH, Kak ¥ npexiae, npesaaupyror UKT-
MOILIEHHHYECTBA M  XHUUIEHUS MyTeM MOAW(PHUKALUUH  KOMIBIOTEPHOM

uHpopmanu (53,1% u 35,5% cooTBETCTBEHHO).

Crpykrypa 3apeructpupoBaHHbix MKT-moleHHHYECTB, Kak OCHOBHOIO
BUJIa PErHCTPUPYEMBIX KUOEPIIPECTYIUIEHUH, BBIMISANT CeAYIOLIMM 00pa3oMm:

®
pecypcax (49,3%; 787 u3 1597);

@
COBEpIIEHO METOJOM BHUILMHTA. [To cnocoby
NPECTYIUIEHUS paclpeleIHINCh CIeAYIOIMM 00pa3oMm:

- PVII «Beanouma» — 161 ¢paxm unu 30,5%;

- KoMmyHanvhvie npeonpuamus — 141 pakm unu
3amena oomogpona — 87; Duepeocbvim — 13; Munaasz —

- umMumayus 0eamenbHoCmu npeocmasumeneti 20
u @unancoevix opeanusayuu (OB, KI'K, KI'b, 6a
onepamopoe céa3u, neHcuorHili omoen) — 80 ¢paxmos

- COYUANbHO-NPODeccuUoHanbHbIe J1e2eHo

npuobpeTeHrue HecyllecTBYOWMX ToBapoB (yciyr) Ha UHTtepHer-

kaxzaoe tperbe HWKT-momennuyectBo (33,1%; 528 u3z 1597)

COBEpUHIEHHSA JIAHHbIE

6,7% (Boookanan — 38;
; beneus — 2);
0apCcmeeHHbIX OP2aHO8
KOBCKUX YUPetcOeHU’ll,
15,1%);

1 VUPEeHCOeHUA

30paeooxpanenus — 102 ¢paxma (19,3%), a makoice ropuduueckue pabommuuxu

opeanusayuu — 44 (8,3%).
. ¢ukTHBHOE HHBecTHpoBaHue (9,8%; 157 u3
. B3IOM Yy4YeTHBIX 3amuceid B
(3,0%; 48 u3 1597);
®
£ 3

e  joxHble BEIMrpbiy (1,2%; 19 u3 1597);

¢uunr (0,1%; 2 u3 1597).
B pe3ynbrare nmpecTynHbIX NOCATaTENbCTB M0

6 mecsie 2026 r. B cronuue noctpaaano 2 436 nuir (2(

COLCETHAX

1597)

A MCCCCHIUKCpax

cooO1eHus/3B0HKH OT pykoBoautens (0,9%; 14 u3 1597);
MOLLIEHHHYECTBA M0 BUIOM 3HaKomcTBa (1,

7%;, 27 u3 1597);

auaun [IK no uroram
)25 1. — 2 549):

e 1377 (56,5%) B pe3ynbTaTe MOLICHHHYECKUX JEHCTBHUIA,

e 633 (26,0%) xuiieHus nyreM MoauUKaLHK KOMI‘IB*O

e 269 (11,0%) BeIMOraTeIbCTBA,

TepHO# nH(pOopMaLuu,

e 157 (6,4%) npecTyniaeHus NPOTHB KOMIBIOTEPHO#M Ge30MacHOCTH.
[IpoBeneHHBIN BMKTUMOJIOTHYECKHI aHAIM3 TO3BOJISET CEJaTh BBIBOJ,

4TO JOMUHHUPYIOLIHMM MPodHUIeM KepTBEI OT COBeplae

BBICTYMaeT BO3pacTHas Karteropust 36-65 ner (Oonee

BIX KHOETpecTyIIeHui
1200 u3 2 436). Kak




[IPaBUJIO — 3TO COLMAJIBHO YCHEUIHbIE JIOAHM, UMEIole CTaOWIbHBIA J0XO0],
HaKOIJIEHHS, HEJBH)KMMOCT. NmeHHO MaTepHuasbHas 0ecrneyHOCTb,
copmHupoBaHHas MPUBBIYKA JOBEPATH «JTHOISM B MAroHax» Win OQHIHATILHBIM
UHCTAHUHUsAM, HeoOJyMaHHble [JI€HCTBHS 10 YKa3aHMIO «COTPYIHUKOB
Oe3onacHocTH» OaHKa, «IOPUAMYECKUX PAOOTHUKOBY» OpraHM3alluil JejaeT uX
IJIaBHOW MUIIEHBIO /151 KHOEPIPECTYTHUKOB.

HecMoTpss Ha BBICOKYIO TEXHOJIOTHYECKYIO TI'PaMOTHOCTB, JKEPTBaMH
kuOepnpectynHukoB B 1 074 ciaydasix craiu jMua Bo3pacTHOM rpymmsl 19-35
JeT.

Kaxaeiii 10 norepneBiunit — rpak1aHuH Bo3pacta 65 jet u crapie (259
uni 10,6%). OCHOBHBIM c1OcOOOM COBEpIIEHHS TPOTUBOINPABHBIX IESHUH B
OTHOIIIEHHMH JAaHHOM KaTEeropuu TrpakaaH SBISETCS | BUIIUHT TOCPEACTBOM
3BOHKOB I10 CTallMOHAPHOM ¥ COTOBOM CBSI3H, B TOM YHUCJIe B MECCEHKepax, OT
UMEHHM paOOTHUKOB KOMMYHAJIBHBIX MPEANPUATHN B CXOXKEE C ITUM.

AKTYAJIBHBIE CIIOCOBBI COBE
KHUBEPIIPECTYILIEHUUA

MomenHuYecTBa, CBSI3aHHbIE ¢ IPHOOPEeTeHHEM HeCyeCTBYHOIIHX
TOBapoB (yCJyr) Ha HHTepPHeT-pecypcax

OcHoBHasi 1075 MOILIEHHWYECTB, COBEPINAEMBIX B CTOJIMIE, CBs3aHa
C NpHOOpETEeHHEM DPA3IMYHBIX TOBAPOB (YBeMOUHAA NPOOYKyus, MOOUNbHbIE
menegonvl, npeomemvi 00eNCObl, WUHBL, Mebelb, Ce30HKbIE MOBAPbl, NPOOYKMbI
NUMAHUs U np.) U YCIyT (apeHoa Hed8uUMCUMOCMU, NOMOUb 8 ODOPMIECHUU BU3,
mypoé u m.n.) B cetu UHTEpHer.

Tak, B coumaneHOM cetu «Instagram» 37I0yMBIIUIEHHHKH CO3/ai0T
nojzienbHble ((helKoBble) aKKayHThl (CTPaHMLBI) C BBICOKMMH PEUTHHIaMHU
M OT3bIBaMHU [IOKynaTtejel, BHYLIWUTENbHBIM KOJHYECTBOM IOAMHCYHKOB,
raie ImOpeaaraloT MpoJaXxy ToBapa IO SIBHO 3aHH)KEHHOM CTOHMMOCTH.
Kak nmnpaBuno, npomaka HHTEPECYIOIIEr0 TOBApa  INPELyCMaTPUBAET
100% npenomaty (pexke YacTHYHYK), IIOC/i€| BHECEHHS KOTOPOM
MICEBIONPOAABLBI NIEPECTAIOT BBIXOAUTH HA CBS3b C MOKyMaTeleM JIMOO BOBCE
YAQISIOT aKKaYHTHI.

IIpumep 1: Bnaoumup nocpeocmeom coyuanvoti cemu «Instagram» nawen
unmepHem-mazasux «(@pufs.mebel», cneyuanuzupyrowuids na npooasce cadovix
kayeneu. [[na ogopmnenusn 3axaza 6 wanke npouis Gvuia pasmeujena Ccolika
Ha akkaynm 6 meccenodcepe « Telegramy. Braoumup nepewen no ccoiike u ogopmun
3aKa3, Npouseeds Npu 3mMOM NOJHYIO NPeodonIamy 3a moeap U e20 00CMABKy
Ha npedocmaesneHHbil NPooasyom Homep barnkosckotl kapmot (399 6en.py6.). B cessu
C mem, Ymo 8 02080PEHHbIU CPOK caodo8vle Kayeau 0ocmaenensl He bvinu, Braoumup
ceazancs ¢ npooasyom u nompebosan eepryme Oenveu. Ilpoodasey e ceoro ouepeds
npeoocmasun Braoumupy ccounky (huwunzoswii caum Ipuopbanka) ons eozepama




Oenedxcnbix cpedcms. Ilepetion no ykazaHHOU ccblike,
pekeusumei ceoeul banHkoeckoll naamexcHou kapmol (1

oeticmeus u CVV-k00), nocne uezo ¢ Hee bbinu NOXULYEHBL 6

IIpumep 2: Tamoana u Onez 6 meccenOxcepe "Teleg
Hawau obvaenenue 0 coave 8 apeHOy Keapmupel 8 2. |

Chucaiucsy ¢ JauYyom, pasmecmusiiumM YKA3aHHoEe 06v3

Bnaoumup eeen noawnwvie
6-3HAYHbLIL HOMED, CPOK
ce OeHediCHble Cpeocmad.

ram" e epynne "FlattyBy"
Muncke. Monoowvie noou
1eHUue, U 002080PUNUCD

06 apenoe keapmupui. « ApeHoooamenvy coobuun 0 HeobXOPUMOCMU BHECEHUA 3AN02A

6 paszmepe 300 ben.pybneu. Onez cosepuiun nepeeod oexe

300 6en.pybneti Ha npedocmagnentoiii emy Homep BIIK. B no

auyo 3abnoxkuposano Oneza 8 meccenodxcepe "Telegram’
Keéapmupel 8 apeHdy bvi10 YOaneHo.

IIpumep 3: 8 coyuanvhoii cemu «Instagramy» 40-1em

¢ mypucmuveckumu ycayeamu. OH céa3ancs ¢ MeHeoxcepd

«eopawuui myp» 6 Ezunem no ewicoonou yewe. [enuc

npeocmaeumens mypazeHmcmea cooOuwjun, Ymo 6vliem i
yepe3 HeCKONbKO OHell, no3momy Heobxooumo enecmu 100?

nepesen 8500 b6enopycckux pybaeii Ha npedocmasieHHbll
nepecmanu 8bix00uUmMb Ha CA3b U YOAIUlU NEPENUCK).

Yro pomxHO HaCTOPOXKHUTDB IOKYyINaTeisd, €CJIH O

WJIA YCIIYTH OHJIaiH?

. MOJAO3PUTENBHO HU3KHE LIEHBI HAa TOBAap WU
100% npepomnnara;
TpeOOBaHUE MpOJaBlia BBECTH MACHOPTHBI
pexBu3uTh BIIK;

. [PEJIOKEHUE TEPENTH 1O CChLIKE.

! PexoMeHnaauum:

1.  He coBepiuaiiTe MOKYNKH B Mara3uHax M3 C
y Bac TpeOyIOT MOJHYIO NpeIoIIaTy;

2.
na"Hble U pexkBU3UThI bIIK;

3.  3aBeauTe OTIAEIbHYIO OaHKOBCKYIO IJIATEX
TOBApOB U YCIYyT B ceT VIHTepHeT U nepeBoAUTE HA HE
MOKYTIKH;

4.

BBIOMpaiiTe HaeKHBIX U IPOBEPEHHBIX PO

HbIX CPeOCcme 8 pasmepe
CNEOYIOUieM HeU3BECTHOE
. a obwvasreHue o coauye

uii Jlenuc Hawen akkayHm
M, KOMOPbLU NPeONoNCUN
coenacuics, nocie uez2o
Ha OmMObIX 3aNIAHUPOBAH
o npedonaamy. Myscuuna
cuem, nocne 4e2o ¢ HuUM

H npuoOpeTaeT TOBapHI

yemyry;

€ HaHHBIC HWJIK TIOJIHBIC

OLIMAJIbHBIX CETEeH, eClIu

HE IIEPEXOOHUTE IO MOJO3PUTE/IBHBIM CCBIJIKAM K HC BBOJIUTEC JIMYHBIC

HYIO KapTy JJIsl OIUIaThl
€ CYMMY PaBHYIO CyMMe

AaBIIOB.

BHUMAHMUME! [IlpoBeputh CCBLIKY H
Ha @peAMeT MOILUEHHHYECTBA MOXKHO C TOM
@SCAMBY_BOT.

H HMsI aKKayHTa
b Telegram-6ora




Mpuset! A 6ot ScamBY! §

Haitny cBeT B TeMHOTe, NOACBEYY ONACHOCTD!

@& Mposepka caiiToB
(2 Nposepka Instagram
¥®) Nposepka Telegram
d‘ Mpoeepka TikTok

OtnpaBb cCbinKy unm uma akkayura -
NpoBepHo pecypc Ha Momeuuuqecrao' Mo
poBeps pecypc

BEIAPYCbES (v St

-+ TNonpo6yii npsmo ceitvac! | _ By

@SCAMBY_BOT




3BOHKH OT HMEHH NpeACTABHTE el NPaBOOXPAHUTEIbHBIX OPraHOB,
0aHKOBCKHX y4pexKJIeHHH, COTOBbIX KOMIIAHHI1, pa00OTHUKOB
KOMMYHAJIBHBIX H TeJIeKOMMYHHKALHOHHBIX NpeANpUsTHIA,
MeHLMHCKUX OPraHU3alui U T.1.| (BUIIUHI)

3710yMBILIUIEHHUK 3BOHMT Ha CTal[MOHAPHBIN TeliedOoH, MpeacTaBiIseTcs
coTpyaHukoMm . cotoBod kommanuu (MTC, Al, Life), paboraukom
KOMMyHalnbHBIX  (Mwunras, = MuHckaHepro,  DHeprocORIT ©H  Tp.)
WIH TEeJeKOMMYHHUKAIIMOHHBIX MNpeanpusTuii (benrenexkoM), MeIMLIMHCKHUX
OpraHu3allMi U B pasroBope cooOImaeT 0 HEOOXOAUMOCTH AUCTAHIIHOHHOIO
NpojieHus (Nepe3aK/IIoueHHs) JOroBopa Ha OKa3aHHe YCIyr, 3aMeHbl
ycTapeBLiero o00opyaoBaHHs, ONEpaTUBHOW CBEPKH IMOKa3aTejeil CUeTYHKOB,
NpUIjallaeT Ha JUCHaHCepu3aluilo JUOO YKa3blBaeT Ha HEOoOXOAMMOCTb
OOHOBHTH JaHHBIe aMOynaTopHO# KapTel U T.A. [lpu 3TOM 1is Bepudukanuu
7 yaobcTBa TpeOyer MpeaoCTaBUTh nepcoHajIbHbIe JTAaHHBIE
(MaeHTH(UKALMOHHBIM HOMep macrnopra, HoMep MOOHJIbHOTO TesieoHa, HHBIE
JWYHBIE JaHHBIE), a TaKXke IMPOCUT COOOMIUTH MMOCTYMUBIIHH TI0 CMC-
COOOILEHHIO KO MOATBEpKAEHHs. B 3T0 Bpems mapajiesibHO Ha MOOHIIbHBII
TenedoH KepTBbl (Kak MpPaBHJIO TMOCPEACTBOM MecceHmkepa «Viber» 6o
«Telegram») moctynaer 3BOHOK SIKOOBI OT COTPYAHHKA MPABOOXPAHHTEIBHBIX
OpraHoB MM ©OaHKa, KOTOpbIii cooOm@aer, 4YTo| B JaHHBIH MOMEHT
NO CTalMOHAapHOMY TeneQOoHy jXepTBa oOLIaeTcs €| MOIIEHHMKAMM M YTO
pasroBop Heobxoaumo mnpepsarb. [locie 3TOro «mCeBAONPABOOXPAHUTEIBY
JIEACTBYET 10 CTAaHJAPTHOM MOILIIEHHUYECKOH cXeMe U CO0OIIaeT, YTo:

. Ha UMsl IOTEPNEeBIIEr0 0QOPMUITH KPEAUTHI

o C  pacyeTHbIX  CYETOB  MOTEPNEBIIEr0  OCYIIECTBIISETCS

(¢uHAHCHPOBaHUE TEPPOPUCTHUYECKOM NESTENHHOCTH MO0 BOEHHBIX JEHCTBHIA
B YKpauHe;

. HEoOXO0AMMO OKa3aTh IOMOIb MPAaBOOXPAHUTEIBHBIM OpraHam
B IIOMMKe ahepucTOoB;
o B CBS3M C TE€M, YTO B OTHOIIEHHUH TMOTEPMEBIIETO BO30YKIEHO

YrOJIOBHOE JIEJIO M Y HEro B Onmxkaiiliee BpeMsi [0 MECTY XHUTeIbCTBa Oyzer
NpoBeIeH OOBICK, HEOOXOAMMO CPOYHO 00€30MaCHTh HAKOIIJIEHHBIE JEHEXHBIE
CpeICTBa, JUIl Yero OCYLIECTBHTh HX JeKJIapupoBaHHe JHOO TMepeBoj
Ha CnelHaIbHBIN «0e30MacHbIN» CYET;

. OKa3aTb COJEHCTBHE APYTUM JKEpPTBaM MOILIEHHHUKOB, KOTOpbIE
B CHJIy BO3pacTa MM (U3HYEeCKHX OCOOEHHOCTEH He MOIYT CaMOCTOSTEILHO
obpatutbcss B OaHK OIS 3a4MCICHHMS HAJIMYHBIX JIEHEXHBIX CPEJICTB
Ha Oe30MacHbIN CYET.

ITocine Bcero ycnbllIaHHOTO Xe€pPTBa MCMHBITHIBAET SMOLMOHAIBHBIN IIIOK.
Beab ¢10KHO MOBEPHUTH, YTO 3TO BCE YETKO CIUIAHWPOBAHHAS MOIIIEHHUYECKas!
cxema. IlorepneBiiue, uas Ha NoBoay adepUCTOB, CICAYIOT MX HHCTPYKIIHSM




1 J100pOCOBECTHO MCIOJIHAKOT BCE, YTO T€ OT HUX TPeOyroT, Jaxke MpoJaroT
COOCTBEHHOE  JKWJIb€ W  BBIPyYEHHBIE  JIGHBI'M| TaKke  TMepeBOJSAT
Ha MPeIOCTaB/ICHHbIE 3/I0YMBILUIEHHUKAMU CYeTa.

Heo6x0oauMo OTMETHTB, YTO MOLIEHHUKH 0 TAKOW CTENEHH BTUPAIOTCS
B aoBepue xeptB, yto npu nonsitkax MCTUHHBIX |coTpyaHUKOB MUIHLIHH
MM pabOTHUKOB OAHKOBCKMX YUpeXACHHH HX 0O0pasyMuThb, Halle BCEro
MIrHOPHUPYIOT BCE Pa3syMHBIE JOBOJIBL.

IIpumep 1: B navane masn 60-nemuemy Hukonaio Anamonvesuyy Ha oomauiHui
menegor  NO3BOHUNA  JHCEHUWJUHA, KOMOpAas  NpeocmasulacL compyoHuyeu
«OHepeocbbima» u coobwura o Heobxooumocmu 3ameHvl cuyemyuxos. Ilodwxunoeo
MYACUUHY OQHHBIU hakm He cMymul, maxk Kak okoao 1 mecsaya Hazao oH ocmaensi
3AaA6KY HA 3aMEHY CYemYUKO8.

Compyonuya « IHepeocbbima» nonpocuna npeoocmasums
udeHmuukayuouHvlli HOMep  nacnopma, a makxyce Koo,  NOJVYEHHbIU
no cmc-coobwjeruro, AKobvl 0na noomeepcoenus 3asexku. Ilocre okowwanus
paszeoeopa ¢ ykasamHou compyoHuye, Huxonawo Anamonvesuuy Ha mobunbHblll
meneghon nocpedocmeom meccenodxcepa « Vibery ¢ 6enopycckozo mobuneHo2o Homepa
menegpoHa NO3BOHUN paHee HEeU3BeCMHbIl MYANCUUHA, KOMOPbIU Npeocmasuics
noonoaxkoeHukom ocmuyuu Kuazeevim Bumanuem Bradumuposuyem u3s ynpaenexus
Cneocmeennozo komumema Pecnybauxu benapyce u 8 x00¢ pazeosopa nosacHun, 4mo
Y Hux cpabomana cneyuanbHas cucmema no npeodynpedCOeHul0 MOUEHHUYECKUX
360HKO8 C HeussecmHvlx HOMepos. B xode ouanoca Kusazee B.B. nosacuun, umo
NOJNCUNOU MUHYAHUH CMAN JHCEPMBOU MOUIEHHUKOS, KOMOpble NO NUYHOMY HOMeEpY
nacnopma 4epe3z noocmasHvix auy oepym kpeoumovi. Taxxyce Knazee B.B. nosachun,
YMmo C NOMEHYUANbHLIM NOMEpnesuiumM OONJCEH  C6A3aMbCA  CNeyuUanucm
uz Hayuonanenozo banka Pecnybauxu benapyco. Ilocne oxowuanus 360HKA
om Knszesa B.B., nocpeocmeom meccenoxcepa «Viber» nozeonun neuzeecmrbiil
MyJiCHuHa, komopwiu npeocmasunca kaxk Hcaee Heope Jleonuoosuy - cneyuanucm
Hayuonanvnoco bawnka, u noscHun, 4mo 6 Hacmosaujee épems Y4acmuiuce Cayyau
MowenHuyecmea 6 Pecnybruxe benapyce, a umeHHo nocie| npedocmasneHus JudHbIx
OaHHBIX Npoucxooum 63amue Kpeoumos, CHAmMuUe NEeHCUll No npeodoCcmaeIeHHbIM
OoanHbiM. B xo0e 6ecedwr Hcaes H.JI. paszcoeapuean pueHv 4emKo, CCbLIAACA
Ha HopmamueHo-npagosvie akmoel Pecnybnuxu benapyce, 6 céazu ¢ yem kakux-aubo
comnenuu y Huxonaa Anamonveeuua no oaHHomy nogooy He 8o3nuxio. B npoyecce
paseosopa Hcaee H.JI. noscrhun, umo e6ce barnkosckue kapmouku Hukonas
Anamonvesuua pewenuem Hayuonanenoco banka 6yoym 3abnokupoeawsl, u eéce
OenedicHble cpedcmea nponaoym. Takce Hcaes H.JI. ykazan, umo 3aguxcupoeansi
NONLIMKU NONYYEHUS KpeOumose 8 pasiudHvix bawkax cmonuyol. Qs mo2o, 4mobwl
BLIYUCIUMS MOUEHHUKOB, HYHICHO 835Nb KOHMPOIbHbIE KPEoumsl, U 8 NOCAe0yIoujem
coenamv nepeeod no ux nozawenulo. Huxonaii Anamonveeuy cHsan nocneowue
OeHedicHble cpedcmeda, KOmopbvle y He20 UMeNUCb, ROcle 4e20 Hanpasuics
6 bankoeckue yupescoenus, 2oe ogopmun 002080pwvl Ha kpedumel. Ilpu ogpopmreruu
VKQ3aHHBIX Kpeoumoe compyoHuKku OaHKo8 uHmepecosanucs, O1a KaKux yeneu emy
HYJICHbI OEHEJICHbIe CPedcmea U He HAXOOUMCA AU OH NOO| GIUAHUEM MPEembux 1uly,




a makoice npeoynpextcoanu 0 MOUIEHHUKAX, HA 4MO MOMm NOACHUN, YMO OCHEMiCHble
Ccpeocmea HyHCHbl Ha TUYHbBLE HYHCObL.

Ilonyyue  kpeoumuvle  cpeocmea, Hukonau |Anamonvesuu  nepeeen
ux Ha pexeusumol 6AHKOBCKOU Kapmul, komopuie ykazan emy Hcaee H.J1.

Heobxooumo ommemumo, ymo npu ocyujecmeneHuu Homepnesuium nepeooos,
npedocmasumenu 6AHKO8 YMOYHAMU, KyO4, KoMy u ¢ Kakou yenvto Huxonai
Anamonvesuu nepegooun OeHveu, pasvACHAA eMy, Ymo oeucmeyem HeN02UHHO
U, CKopee 6ce20, Hax00UMCs NOO YbUM-MO BIUAHUEM, MO eCiMb MOUEHHUKOS.

Hapsaody ¢ smum, nomepnesuiemy no mMobuneHoll c813u 360HUIL YYACMKOBbLU
UHCNEKMOp MUMUYUU U PACChpauiueéan, Komy mom oenan nepesoovi. Bo epems
paszosopa ¢ ynacmkoseim Huxonaii Anamonvesuy «nnagany u NOHUMAN, Ymo ece mo,
umo emy onucwvieaem HACTOSLIHH compyonux munuyuil 8 kavecmee npecmynHoll
CXeMbl, AHANO2UYHBIM CNOCODOM MPOUCXOOUM U C HUM ceuvac. B mom momenm
Huxonau Anamonvesuy Hauan ocozHasamo, Ymo c60u Kpeoummovie 0eHbeU OH nepesei
MOWIEHHUKAM, OOHAKO Y4YacmKOBOMY He CKaszan npaedy, obmanye e2o, 4mo
pacnopsaxcaemcs 0eHb2aMu NO CB0eMY YCMOMPEHUrd U NONpOCul  6npeds
e2o He becnokoume.

He oicenan 6vime obmanymeim co cmopoHsl AKobb
Mydxcyuna pewun nozeonums Hcaesy U.JI. u coobwume
06 yuacmuu 8 npomusonpasHuix oeticmeusix, ooHako Hcae
mom Hu om Ko2o He bpan mpybku, kpome Hezo, Knssesa B.
Kupunna Anexceeeuua, kxomopwiii, 6 nocreoyiouem,
u npeocmasunca HavanreHukom CredcmeeHHo20 om
Knasesa B.B. Cagponos K.A. pazvachsn nomepnesuiemy, 4¥mo 8ce 0eHv2u no Kpeoumy
emy eepuym. IIpu smom Caghporos K.A. b6vin odem 8 hopmennoe obmyHouposarue,
8 C6A3U C YeM KaKkux-1ubo comuenuu y Hukonas Anamonvesuua cHoa He 803HUKIO.

Hanee e xooe meneghonnoui beceovr Hcaese H.JI. coobwun, umo Huxonaw
Anamonvesuuy Hyscno 6yoem examo 6 Mockey, umobvl NOMOYb 6 CHeYUuaIbHOU
onepayuu no 8viABNEHUIO MOULEHHUKOS.

Tax, no ykxazamuro Hcaeea H.JI, ¢ ucnonvzoearuem Ko008020 c108éa,
O36YYEHHO20 UM JiCe, MYMCUUHA 3aDpan KpYNHYIO CYMMY O€HENCHbIX Cpeocme
Yy 08yx munuaHok (75 u 45 nem), xomopwvie nepedanu emy OeHedxdCHble cpedcmea
8 yennoganoswix nakemax. [lanee no ykazanuio Hcaeea U.JI., Huxonai Anamonvesuy
npuobpen bunem na noezo 00 Mockeul.

IlIo npue3dy & 2. Mockea Huxonaii Anamonveeuy| 3acenuncs 8 20CMUHUYY
«Kanna» u npoowcuean mam na npomsdiceHuu cymok. Ha credyiowuii oerv emy
noszeonun Hcaes H.JI., komopwiii coobuun, umo mom OOAMCeH 8CMPEMUmscs ¢ e20
konnezou. [lanee, no npubeimuto 6 ykaszanwnoe Hcaeevim H.JI. mecmo, k Huxonaro
Anamonvesuyy nodowen monodou yenosex 28-30 nem HeonpamHo2o éHeuiHe20 6udql.
Hukonau Anamonveeuu nepedan emy OeHediCHvle cpedcmea, Nocie 4e20 BepHyICs
obpamno e cocmunuyy. Ilo eosspawenuro 6 2ocmunuyy Hcaee HU.JI., Kuszee B.B.
u Caghpornos K. A. nepecmanu vixooums Ha cés3s.

Ilo eo3eépawenuro 6 2. Munck k Hukonaro Anamonvesuwy no mecmy
Jcumenvscmea npubbLIU COMPYOHUKU CMONUYHOU MUNUYUY, KOMOPbIE CONPOBOOUNU

cneycaysco, 60-nemuuii
CBOUX NPEONONONCEHUAX
H.JI. yeepun ezo, umobwi
., a makace Cagponosa
360HUT NO  BUOCOCEA3U
1a U pyKogooumenem
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e2o 8 bnuxcauwee PYBJl. H moavko 6 PYB/] Hukonaii Ana

ybeouncs, umo ¢ HuM 00 3Mo20 0OWANUCE MOUEHHUKU.
IIpu 6eceoe c¢ compyonuxkamu munuyuu Huxonaii

Ymo HeOOHOKPAMHO CAbIUANL 8 HOBOCMAX U menenepeoayd
MOWeHHUK08, bonee mMoz20 NOMO4Yb pazobpamvci 6 cCu

u cynpyea, Ho Hukonau Anamonvesuy pewiun ueHopuposams
Ymo OH cam 3Haem, KaK Jyduie noCmynums, u 6 umoze c
U COYYACMHUKOM NPECMYNIEeHUA.

MobesUY OKOHYAMENbHO

Anamonvesuu noscHsAn,
IX O NPeCmyNnHbIX CXemax
myayuu emy nvlmanach
b 8Ce ee 00800bl, NONA2as,
Jrcepmeoit agepucmos

IIpumep 2: Tamesne 6 meccenoxncepe «Telegram» om nonvzoeamens

«Buxmopus Huxonaesna» nocmynunio coobujerue

m  0e8yuiKu, Komopas

npeocmasunace meocecmpol U3 NOMUKAUHUKU U coobwuna, 4mo ObHyasemcs
MeOUYUHCKAA Kapma u HeobxoouMo YmoyHums pocn, nocie 4e2o 3a0ana HecKOIbKO

80MPOCOB Kacaemo ainepauu, a makxce ob akmyanbHoc
meneghona. lanee ncesdomeocecmpa nonpocuna cooouumas
Tamosane no cmc-coobwjenuio, u nNpeKxpamuna pas2osop.

Tamvsine Ha MobunvHblll meneghon nocmynun 360HOK Om
Komopwili npedcmaeuncs compyornuxkam « MThbank» u nosch
obwanace ¢ MOWIEHHUKOM U 66U0y MO20, 4MoO Npeooc
u coobwuna cmc-ko0, Ha ee uma OQopmieH Kpeoun
8 meccenoxcepe «Telegramy ceazanca akobvl compyoHu
Pecnybnuxu bBenapyce ¢ umenem «@Koltsov9887» u

Heobxo0umo 63ame ece umerouwjue y Tamvanvl OeHeNCHbIE
ux Ha ceoii cuem 8 340 «Anvgha-barky aKobvl 015 ux 0anvh
umo ma u coenana. Tax, Tamvsana ocywecmeuna 3aqucie
cpeocme 6 pasmepe 4 240 6en. pyb. Ha ceoio BIIK, smum

bank», nocne uezo no VKA3aHuw MOUWEHHUKO8 OCYlye

oo

aboHeHmcko2o Homepa
KOO, KOMOPblli NOCMYNUN
Uepes HeckoMbkO MuHym
HE3HAKOMO20 MYHCHUHDI,
U, YMO MOLKO YMO OHA
maeuna oOarHeie 0 cebe
n. Jlanee ¢ owceHwuHou
k Hayuonanernozco 6awnka
coobwun o mom, 4mo
cpedcmea u noaodiCUMb
eliue20 0eK1apupoBaHs,
ue HaIUYHbIX OEHENCHBIX
gannyio 340 «Anegha-
cmeuna psao  nepeeooos

OEHEeJNCHBIX Cpedcme Ha pazuyHele Kkobbl bezonacHvle cuema Ha obwyio cymmy 4 100

ben. pyb. [anee Tamovsare noacHunu, 4mo Heobxooumo 00xc
ymobwl 3aKkpbime paree opopMaeHH bl HA ee UM Kpeoum.
Tamoesana oboymana npousoweouiee u NOHAA, YMo NONAlac
nocne 4e2o obpamunace 8 MUIUYUIO.

Hepenku cioydad, Kkoraa 3710yMBILUIEHHHK
Ha MOOMJIbHEIN TenedOH NMporpaMMy yIaaeHHOrO AO0CT)
NPUJIOKEHHEe HHTepHeT-OaHKMHIra W HHOe, Mocie ¢
K yCTpoicTBY, KubOepadpepuct odopmiser OHII
roreprieBuiero 6e3 ero BeaoMa.

KpoMe TOro, MOLIEHHUKH MOTYT JeHCTBOBAaTh

damucs credyiouezo oHA,
Uepes Hexomopoe epems
b HA YN106KY MOUIEHHUKOS,

[POCUT  YCTAHOBUTH
yT1a, 3aByaJIMpoBaTh 110/
iero, [MOJIyYHUB JOCTYII
AlH-KPEIUT Ha MM

Mo ClIeAYyILEeH cxeme

obmaHna: rpaxaHuHy TIIOCTYNae€T 3BOHOK OT «C

egHajiucra KOMIIaHHUH

onepatopa cotoBo#t cBsizu (Al, MTC, Life) ¢ ucnonpzoBanrem pasav4HbIX
meccenmkepoB (Viber, Telegram, WhatsApp). B xozne tenegonHOro pasrosopa
37I0yMBILUIEHHUK TOJ NpPesIoroM OOHOBIEHHS O(GHULHAIBHOIO IPHIIOKEHHS,
NpOJIEHUss JOroBopa OOCTY)KHBaHWS W  T.., | OTHpPABJISET  CCHUIKY
JUIsl CKauMBaHUsl BpeJOHOCHOTO (aitna (popmara «.apky).
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[Tocne ckauMBaHMsT W 3amycka YyKa3aHHOro | Qaiina, NpPOU3BOAMTCS

YCTAHOBKA  MPHJIOKEHUS  YJAJEHHOro  JOCTYI BHELIHE  CXOXero
¢ OoQUUHMATBHBIM NPUIOKEHUEM OIepaTopa COTOBOM | CBS3H. Y CTAHOBIEHHOE
MPUIIOKEHUE obnanaer (GyHKLHOHATBHBIM BO3MOXKHOCTSIMH,

MPEeJOCTABISIOIMIMMY JOCTYIl 3JI0YMBILUUICHHUKY K (QYHKUUSAM MOOHIJIBHOTO
tenepoHa, B TOM uyHucle Kamepe, MHKpodoHy, | daiinaM, XpaHsLUMCS
Ha YCTPOHCTBE, CIHCKY KOHTaKTOB, cMc-cooOuieHusm u ap. IlomydyenHbie
CBEJIEHHUS! MOTYT OBITh MCIOJIb30BaHbl [UISl COBEPIUECHUs XHUILEHHUS JIEHEKHbIX
CcpeacTB ¢ OaHKOBCKHX CYETOB M HHBIX NPOTHBONPABHBIX NercTBUi
B OTHOLLUEHUH Biajenbla MoOMiIbHOro TenedoHa (3aBnageHne MHGopmanmei
U UHOE). 7

! PexoMenaauumu:
i HU T10J KakMMHU TpeajioraMd He coQOuiaite MNOCTOPOHHUM
NacrlopTHbIE JaHHbIe, HE TMPEeIOCTaBisiTe HMHOOPMALMIO O PEKBU3UTAX

6aHKoOBCKOM KapThl (HoMepe, cpoke ee aeicrtBus, [IMH-kome, CVV2/CVC2
KOJI€) WJIM OJJTHOPA30Bble KOJbI, MOCTYNHBILINE Ha MOOH/IBbHBIHN TenedOoH 1o cMc-
COOOLICHHUIO, Ja)Ke €CJIM 3BOHAT JIMLA, NPEACTaB/ISIOLIMECS COTPYIHHKAMH
MPaBOOXPAHUTEIbHBIX OpPraHOB, MEIULMHCKUX M OaHKOBCKMX YUYpPEKIEHHH,
ONEpaTOpOB COTOBOW CBS3M, paOOTHMKAMU KOMMYHAQIBHBIX CIIYXK0 WM
TEJICKOMMYHUKALIMOHHBIX KOMITAaHUH;

2. He odopmiisiiTe KpPEAUTHI 110 YKa3aHUIO TPEThUX JIUL;

3.  He mpoBoAuTe 4Yepe3 OaHKOMATHI MHbIE  YCTpOMCTBa
camMoo0CIyXUBaHUsl (BKJIIOYash CHCTEMY JAMCTAaHLMOHHOINO OaHKOBCKOIO
oOC/TyXKMBaHHMs])) HHKaKHe OlNepauMy TMOJ ICUXOJOTHYECKHM JaBJIEHHEM
WJIM 110 MHCTPYKLMSIM, MTOJIy4€HHBIM 110 TeJedOHY WM MeCCeHKepaMm;

4. He ycraHaBiIMBaiiTe Ha MOOWJIBHBIH TenedOH MPUIIOKEHHUS
o npockbe TPeThHUX JIMLL, JaXKe €CIH OHHU HAaCTOSTEIbHO 3TOr0 TpedyIoT;

5. He CTaHOBUTECh Kypbe€pOM MOILEHHUKOB IyTeM coOHMpaHus
JICHE)KHBIX CPEACTB y APYIMX rpaklaH, MONABLIMX B HEMPUATHYIO KHU3HEHHYIO
CHUTYALHUIO;

6. npwu nocrymwieann  JIKOBOI'O COMHHUTEJIBHOIO  3BOHKA,
He3aMeUTUTENIbHO 3aBEepLIMTE Pa3roBOp U 00paTUTECh B MUITHLIMIO.

[IOMHHTE! CoTpyaHuKy NpaBOOXpaHUTEBHBIX OPraHOB, MEUIMHCKHUX
M OaHKOBCKMX YUpeXJEHHi, OnepaTopoB COTOBOH CBsi3H, pabOTHUKH
rOCyJlapCTBEHHBIX OpraHM3alUid M TpPEeANpPHATHH, KOMMYHAJIBHBIX CIIyXKO
WK TeNeKOMMYHHMKalMOHHBIX Komnanuin HUKOI HE BBISICHSIOT Bally
NEPCOHAIbHBINA JaHHBIE MO TeaedoHy!

Jlns obopMmieHus 3asBOK Ha OKa3aHUe ycayr IO TesnedoOHy, yKa3aHue
HIEHTHQUKALIMOHHOTO HOMepa macrnopra 00 peKBH3UTOB OaHKOBCKOiA
ractukoBoit kaptel HE TPEBYETCA! %
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NuBecTHpOBaHUE .
(TpeliaMHr M Apyrue cnocodbl Jerkoro 3apadorka B cern UnrepHer)

Oco60 akTyanpHas Ha CEroJHALIHHM JeHb cXeMa OOMaHa Mo MpeaioroM
JIOTIOJIHUTEIBHOIO 3apaboTKa, CBA3aHHOIO ¢ MHBECTHLMSAMH WJIH TPEHIHMHIOM
(«puHaHCOBBIE KCNIEPTHI» 00EIAIOT BEICOKHH T0XO0/).

IToctel ¥ peknamHble OaHHepbl B ceT MuTe
obemaroT OBICTPBIH W OYeHb BBICOKMI noxoa. VX wmenbs — 3aBiedb Jrojei
Ha MOILIEHHHYECKHE CalThl, re SK0Obl MOKHO HHBECTHPOBATH JIEHBI'H B LIEHHbBIE
Oymaru u nosy4yuTs NpudsLTH GOJIbILE, YeM Ha APYTHX IUIOIIaIKaX.

WHoraa takue cooOuieHus (MocThl) MOSBISIOTCS Ha CTpaHUIAX, KOTOpbIe
MOILIIEHHHUKH CIIELIMAJIBHO CO3/1al0T MO BHIOM OOBIYHBIX MoJIb30BaTeneii. Tawke
3JJOYMBILLJICHHUKH 3aBOJAT (DelKOBbIE aKKAyHTBI P ATTBHO CYHIECTBYHOILIUX
©aHKOB MM M3BECTHBIX (MHAHCOBBIX IKCIEPTOB, U PA3MEINAIOT IMyOIMKALUK
OT UX UMEHH.

Yacro ans o6MaHa 3710yMBIIIJIEHHUKH CO3JAK0T CANWTBI, KOTOPbIE CI0XKHO
OTJHYUTh OT HACTOSILIMX CAaWTOB OAHKOB W 6poxep(:$4x KOMIaHUH. A eue

HeT (couceTsiX) 4acTo

BBIKJIQ/IBIBAIOT IIOCTBl B COLICETSX OT MMEHH BBIMBILIUICHHBIX JIOAEH WIIH
BBICTYNAlOT IOA BHUJAOM  KOMIETEHTHBIX JOKOHOMHCTOB, peKJIaMUpYs
MOI03PUTENIbHBIE HHCTPYMEHTHI C BBICOKHM J10X0I0M.

Kak mnpaBuio, MOIIEHHHKH TMpELIaral0T MOBBIMIEHHYIO JI0XOJHOCTb.
OObryHble BKIaABl B pyoOnsx mnpuHocatr 10-15% EL‘o,umamx. MoieHHHKH
ke obemaror, kak MUHUMYM 20-30%, a uHOrIa M Gowbme — 3TO MOXeET OBIThb
u 70%, u 250% B rop.

Ho Ba’XHO MOMHHTB: BBICOKAs JOXOAHOCTD CBs3aHa ¢ OOMBIIMMHU PUCKAMH
M rapaHTHpPOBATh €€ HEBO3MOXKHO. /{11 MOIIEHHUKOB K€ JIOCTOBEPHOCTb LUGP
3HAYEHUs HE HMMEET, IVIaBHOE — 3alleNIUTh BHUMaHHE 4YeJloBeKa U 3aCTaBUTh
€ro 3aperucTpUpoOBaTHCS Ha caiiTe. -

3aTeM OHM NPOCAT SIKOOBI «IOMOJIHUTB CBOH |cyeT», a Mo (akry —
MEPEBECTH ACHBIH, Yallle BCEro Ha KapTy GpU3MUECKOro|/IMLa i 3J1eKTPOHHBIH
KOLIEJIEK.

ITocne perucTpauuu MOILIEHHUKH «IPUKPEILIAIOTY K OOMaHyTOMY
II0JIb30BATEII0O TaK Ha3bIBaeMOro «(GpHUHAHCOBOrO 3KCIIEPTa», KOTOPBIH SKOOBI
JAOJDKEH COBETOBATh aKTUBBI K MOKYINKE M MOMOraTh HHBeCTHpoBaTh. Ha camom
Jiene ero 3ajgaya — yOeAuTh 4esloBeKa BIIOKHTH KaK MOXKHO OOJIbIlie JEHET.
«Jkenept» OyAeT roBOPHTH, YTO TOProBis MAET Xopowo M Bel moayyaere
npuOBLIb, HO pacTylide UUGpPbl Ha caiiTe HUYEro He 3Ha4ar: JEHbIH
HE MONaJaroT Ha OUPKY, @ MOLLIEHHHKH MOTYT HMHTHPOBATh JIH000# 10XO/I.

DeHKOBBIM POCT AEMO3UTa BHYLIAET JOBEpHE, ITO MOOYKIAeT OTIPABUTh
MOIIIEHHHKaM elle Oonbuie neHer. MHoraa, 4TtoObl UM J0BEPSUIH, MOLIEHHUKH
NEPEBOJAT KepPTBE HEOOBIIYO CyMMY MO BUAOM NMpHOBLIH ¢ Oupxku. Tak oHu
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IIBITAKOTCA IMOKa3aTh, YTO HX CXeMa 3ap360'r1ca pa60Tae

elue.

BepHyTb CBOM J€HBI'M IPAKTHYECKH HEBO3MO
OT HOBBIX I€PEBOJOB MJIM CKa3aTh, YTO JEHEr HET, MO
FOBOPHTH, YTO HYKHO OpaTh KpeauT, INpOAaBaTh
HEJIBHOKUMOCTb, BEJb CeHYac eCTh YHUKaJIbHAs BO3MO
BIIOJKEHHMS OKYIATCS. A €CIIM YeJOBEK PELIMT HACT
€ro MOMPOCST OMJIATUTh KOMUCCHIO.

HHTepHeT-MOLLIEHHUKH XOpOILKE  TICHXOJI
KaK BBI3BaThb HHTEPEC, PACIOIOKUTh COOECeTHHKA K C
paccTarbes ¢ COOCTBEHHBIMU COEpeKeHUSIMHU.

IIpumep 1: Ilonuna e meccendxcepe «Telegram» o

T i HY)XHO BKJIaAbIBaTb

Ho. Eciam orkasarbcs
€HHUKH OyIyT JaBHTh:
TenedoH, aBTOMOOHIIb,
OcThb 3apaboTaTh U BCe
Thb Ha BBIBOJE JICHET,

rH, KOTOpbIE 3HAIOT,
e ¥ yOenuTh 4yesioBeka

apyaxcuia nojivzoeames

«@confidential_inf8», xomopwiii pacckazan 0 803MONCHOCMAX OONOTHUMENLHO2O
3apabomka nymem ogopmieHus cmasok Ha cnopmuéHvie cobeimus. Co cnoé
3M0yMblULIEHHUKA, OH 0baadan uHgopmayueli 0 «NOKYNHLIXY MAmMyax u uepax, 6 Uy
Ye2o0 2apanmuposan cmabunvHulll 3apabomok uepez cmasku. byoyuu eeedenHol
6 3abnyicoenue, [lonuna 6 sbluieykazanHblil NEPUOO BPEMeEHU NOO NPEdIo20M ONAAMbI
HANI0208 U CMPAX0BbIX B3HOCOB 014 8b1600A BLIUSPLIULA OCYUYECMBUNA HEOOHOKPAMHbIE
NONONHEHUS NPEOOCMABNEHHbIX 3N0YMbIULNEHHUKOM CHEMO8 HA CYMMY He MeHee Yem
19 186 6en.pybneii. Oonako evieecmu eviucpbiiu He YOAN0CH

IIpumep 2: 48-nemnuii Anexceii 6 nosbpe 2025 200a 8 cemu Humeprem nawen
npeonodicenue 0 OONOTHUMENbHOM 3apabomKe Nymem GHONCEeHUs. 8 UHBECUYUU.
B nocnedyrowem 6 nepuoo c nosbps 2025 2. no ansape 2026 2. Anexceii co ceoeit BIIK
ocywecmenin nepeeoost 0eHedxchvlx cpeocme Ha BIIK, pexeuzumovr komopwix Ovinu
eMy npedocmaenerbl, NOcae 4e2o co8epuian noo pykosoocmaom "meneodcepa” coenxu.
Ilocne kaxcoozo nepesooa OenedicHvix cpeocme co ceoux BIIK, Anexceu euoen,
umo bananc e2o cuema Ha bupoce makce NONONHAEMAS, 68UOY Ye20 CHOKOUHO
npoooaxcan cosepwams coenxku. Ilocne cepeOurvl AHBAPS MYHCUHUHA PEULUT BbIBECTNU
¢ nuyeso2o cuema Ha bupowce okono 18 meicsau ooanapoe CILLA, oowaxko emy
nocmynuio coobujenue ¢ npocbbol 8Hecmu 0ONOIHUMENbHBIU naamedic 8 cymme 2 348

oonnapoe CLUA  «ona  ¢puxkcayuu kypca obmen
Ha Kpunmokowenek. 3aseumenv NOHAN, YMo 06UjeHUE C HU
Heobxo0umMo ommemumay, Ymo OIS COBEPUICHUS BLIUEONUCA
6 banke kpeoum na cymmy 9 500 6en.pybneii, a maxsice Hekd
cpeocme bpan 6 Odone y 3Hakomwlx. Takum o6pazom, c)
nopsoka 86 000 ben.pybaeil.

He eauHu4HBI ClIy4yaH, Korjaa XEpTBbl TaKOIC
NBITAIOTCA CaMOCTOSTEIIBHO BEPHYTH IIOXHILECHHBIC
NNOCPEACTBOM ITOHUCKA «KOPHIH YEeCKOH MOMOILIM» B CeTH

IIpumep: Hukonau, eénrooxcuswui ¢ 2025 200y & ¢eil
nopsaoka 5 melcay espo, 6 coyuanvHou cemu «Instagram» Ha
oKazviéaem opuouyecKue yYcayeu no 6038pamy NOXUUEH

a», nymem  nepesooa
It 8e1u MOweHHUKU. 30ech
HHBIX cOeNnoK Anekceit 635
MOpPYIO0 CYMMY OCHEHCHBIX
mma yuepba cocmasuia

) poJla MOILIEHHHYECTB
JA€HEXHBIE CpeEeCTBa

NuTepHer.

KOBYIO MOp208YI0 bupicy

Juien KOMRAHuo, Komopas

HbIX OEHENCHbIX CPeocmse
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(kpunmoeantomei). Tak, 3a «3anyck npoyedypei 6036pama» fo NOO UHBIMU «BECOMBIMUY
npeonozamu Huxonau nepeeen ykazannou xomnavuu 1 800 oonnapoe CILA. Camo
cob01i Oenb2u MUHYAHUHY MAK U He BEPHYIU HU 8 NEPBOM, HU 80 8MOPOM CIVUQe.

! PexomMenaauum:

1. He BepbTe 0O€LIAHUAM JIeTKOro 3apaboTka B uHTepHeTte. [Ipexie yem
BKJIa/IbIBaTh JE€HBIH B Kakue-IMOO MpOeKThl, MpOBepbTe€ JAOCTOBEPHOCTH
NpeJIOKEHHsT TOUCKOM B Opaysepe wiM mno TellehoHaM OpraHMU3alluid,
pa3MEILEHHbIM Ha UX CaiTax;

2. BeauTe MEepernucKy W CoBeplIaiiTe CAeKH TOIbKO Ha O(GHIHAIBHBIX
OupxKax.
B3s10M akkayHTa (Y4eTHOM 3anHCH)
He Tepsiror cBoel aKTyaJbHOCTH MOIIEHHHYECTBA, COMNpPSOKEHHBIE

C HECaHKLUHMOHUPOBAHHBIM JOCTYNIOM (B3JIOMOM)

B Pa3/IMYHBIX COLMAIBHBIX CETIX M MECCEHIKE
BKonrakre, INSTAGRAM, Telegram, Viber u nip.) u no
cooOIeHuit ¢ npockOoi mepeBoaa NEHEKHBIX CPEICTB
MaTepUaIbHOM MOMOIIM Ha JICUEHHE.

K Y4YeTHBIM 3alucsM
pax (OaHOKJIACCHUKH,
CJIEAYIOLIEN pacChlUIKON
B JOJIT JTHOO OKa3aHWHs

Ipumep: Maxcumy 6 meccenoorcepe « Telegram» npu
3anucu e2o0 Oeeywiku Bepwvi o Heobxooumocmu nepes
ocywecmenenus el 6vikyna nokynok ¢ mapkemnneiicd «Wildberries». Huueco
He 3anooospus, Makcum ocywecmeun nepe6od OeHedCHbIX Cpeocme HA YKA3aHHble
8 coobwenuu om Bepoi pexeuszumer BIIK. Cnycms 10 muHym monooomy uenoéexy
NO360HUNA e20 0e8yuKa U coobwuna, 4mo ee Y4emHylo| 3anucb 8 MecceHolcepe
«Telegram» e3nomanu u cmanu pacceliame cOOBWEHUS PA3IUYHOZO COOEPHCAHUS
6cem ee Konmaxkmam, nocae 4e2o Maxcum noHAN, Y¥mo OmnpPaeUs OeHedCHblE CPeoCcmea
MOUIEHHUKAM, U 0OPAMUNCS 8 MUNUYUIO.

! PexomMenaaumumn:

1. s obGecneyeHust ©e30MacCHOCTH CBOMX AKKAYHTOB HEOOXOIMMO
YCTaHaBJIMBATh CJIOKHBIE MAPOJIH U ABYX3TAMHYIO ayTeHTH()HUKALHUIO;

2. He INepexoauTh IO CChUIKAM M3 pa3IMuHBIX COOOIIEHHIA,
MOCTYNHUBIIMX J1aKe OT POAHBIX U 3HAKOMBIX JIFOJICH;

3. Npu TNOCTYIUIBHHH NOA00HOro poaa cooOIIeHHH CO3BOHUTECH
C U€JIOBEKOM, KOTOPBIH NPOCUT y Bac (PMHAHCOBO# MOMOILH, /1Sl YAOCTOBEPEHUS
NPaBIUBOCTH IMPOUCXOISIIETO.

10 coobwjeHue c yuemHou
a 150 6en.pybneu Oan

3BOHKH OT HMEHH PYKOBOJHTE/Ieil OpraHu3zanmii

B 2024 roay nosiBus1ach HOBasi CXeMa MOILIEHHHYE
aKTyaJIbHOM W B HacTosuee Bpems (cxema «Fake boss»)

>CTBa, KOTOpast OCTaeTcs
Jliis peanu3aluu TaKkou
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CXE€Mbl 37OYMBILUICHHHKH MpPEIBApPUTEIbHO M3Y4YalOT 4YaThl TPYAOBBIX
KOJIJIEKTUBOB B MECCEHJIKepax M COLIMAJIBHBIX CETSAX, COOMparT HH(OpPMALIHIO
o0 opraHuM3zauMsAX M  PYKOBOAMUTENSX, cCO31a YYETHBIE  3aIlUCH
OT MX HMeHH. B nocnepyrouiem ¢ noMoupio noagenbHoro (¢eikoBoro)
aKKayHTa  pYKOBOAMTENIS  TPECTYMHMKH  BCTYMAOT B MEPENnucKy
C IOJIYMHEHHBIMH M, UCII0JIb3YsI aBTOPUTET HAYaIbHUKA M JIOBEpHUE K HEMY, JIal0T
ornpeje/ieHHbIe YKa3aHus 00 pa3biCHEHHS.

YHame Bcero JpKepykoBoAMTENb  TpedyeT | OKas3aTh — COJEHCTBHE
PaBOOXPAHUTEIBHBIM OpraHaM B IIpOBEpKe Ha TIpeAMeT IpPHYACTHOCTH
K (PMHAHCHPOBAaHUIO TEPPOPHCTHYECKOMN JAEATENBHOCTH JMOO MOA MPeaIoroM
OJlIAJDKMBAHHUS JI€HEXKHBIX CpeACTB (COOOIIEeHHs MOTYT |OBITh KaK T€KCTOBLIMH,
TaK ¥ FOJIOCOBBIMH).

IIpumep 1: Kpucmune 6 meccenodxncepe «Telegramy nocmynuno coobujerue
om nonv3oeamens, akKaynm Komopozo Obll 8HeulHe NOXONC HA AKKAYHmM 21a8epaya
NOMUKAUHUKU, 20e OHa pabomaem. B coobwenuu 2080puioce 0 mom, 4mo ¢ Hel
6 CKOpom epemenu 8 meccenodxcepe « Telegramy cescemes kypamop uz KI'b. Yepes
Hekomopoe epema Kpucmune nocmynuno coobwenue om |nonezosamens, Komopoiil
npedcmaesuncs kak « Cmupros Anopeiiy. ITocneonuti coobwun, umo Ha ums Kpucmunwi
Obi1 oghopmnen kpeoum, OeHedichvie cpedcmea U3 KOmMApo20 Ovliu OMNPAeIeHbl
6 Ykpauny u ons moco, umober uzbexcamv npobrem, xncenwjuHe HeOOXOOUMO
nepeeecmu ocmaewiuecs y Hee OexedcHvle cpedcmea Ha bezonachviii cuem. Eil 6viiu
npeodocmasneHvl peKeusumvl, HA KOMOpble OHA 6 NOCAEOVIOUWeM OCYUjecCmsuid
OenedicHblll nepesod 6 pazmepe 3 500 ben.pybaeu. [Janee npu obwenuu ¢ Korreeamu
Kpucmuna ysnana, umo 2nasepau umeem Opy2ou aKKAYHM 6 MecceHoxcepe
«Telegramy, nocne ue2o noxsna, ¥mo 6éce 3mo 6pemsa OHa O0OWANACH C MOUEHHUKAMU.

IIpumep 2: e konye sneaps 2026 200a ¢ 6eOyUuM UHICEHEPOM OOHO2O0
U3  20CyO0apCmMEEeHHbIX  HAYYHLIX  YUPEINCOEHUl  NOCPeOCmBOM  MECCeHOMcepa
«Telegram» ceazanocy Heuzeecmuoe 1uyo, KOMopoe NPeoCcmMasUIocs ee OUPEeKMopoM
u npedynpeouno, ymo eu byoem 3gonume compyonux KI'B. Ilocne smozo scenwyure
8 YKA3aHHOM MecCeHOdcepe Om Heu38ecmHo20 auyda, NOONUCAHHO20 Kak « Braoumup
Konecnuxoe», NOCMynun 360HOK, 6 X00e KOmopo2o HeU38eCMHbBIU MYNCUUHA
npeocmasunca compyonukom KI'B u noscnun, umo 6ankpéckue cuema nocieoHell
UCNONBL3YIOMCA ONA PUHAHCUPOBAHUA IKCMPEMUCTICKUX OPLAHU3AYUM, 8 C8A3U C YeM,
60 u3zbedicanue apecma NPABOOXPAHUMENbHLIMU OP2AHAMU, HCEHUJUHE HeobX00UMO
nepeeecmu OeHedcHble cpedcmeéa Ha «bezonacheiily |cuem. B nocaeoyiowem
nomepneswas nepeeena Ha npeodocmasieHHble agepucmom pekeuumsl 0CHeHCHbIE
cpeocmea & pazmepe 2 550 ben.pybaei.

! PexomeHnaanum:
1. npu mnocrymieHuH moAOOHOrO poja ¢oOOLIeHHIT (3BOHKOB),
HeoOxonumMo yOeauThess B JOCTOBEPHOCTH aKKayHTa W Homepa TteiedoHa,

a TaKXe CBS3aThCS C PYKOBOJMTEIEM I10 CTALMOHAPHOM CBSI3M JIMOO HMHBIM
BO3MOYKHBEIM CITOCOOOM.
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3nakomcTBa B UHTEpHeETE

3HaKOMCTBa B MECCEHKEPaX UJIK COLIHAJIBHBIX CE
pCaJIbHbIE BCTPCYH. OJHaKo CTOMT BHMMATEJIBHO OTH
B HHTEPHET-NPOCTPAHCTBE, TaK KAaK 3a KpaCHBBIM CHH

CKpPbIBATbCA MOILICHHHK.

I[Ipumep 1: Banenmuna 6 coyuanvHou cemu «

¢ myxcyunou no umenu «Muxasney. Obwerue npooond
«Telegram». B kanyn 8 Mapma Muxasne coobuun xc
ell NOCHLIKY, 8 KOMOPOU COOEPAHCANUCH PA3TUYHBIE BeUjU, OPA

cpeocmaea.

Hepes nexomopoe 6pemsa Ha NeKMPOHHYIO NOYM]
coobweHue om paHee HeU3BECMHO20 NONb308aMeNs, 34,

umenem «Christopher Erica», komopuwiii coobwyun, umo
OeHediCHble cpedcmea 3a 00CMABK)Y NOCLUIKU, U VKA3A

cuema. [aunyio ungpopmayuro makaice npooybauposan A

«Telegramy». Ilo uncmpykyuu OaHHO20 NONL308AMENS

6 bankoeckoe yupedicOeHue, 20e uepe3 KACCY OCYUJecme
cpeocms e pazmepe 4 200 ben.pybaeii na npedocmaeneHHbll)

TSIX BCE Yallle 3aMEHSIOT
OCUTCSl K 3HAKOMCTBaM
IMKOM TIPOGUIST MOXKET

TikTok» noznakomunace
¥CUIOCL 8 MecCeHOHcepe
eHWUHe, 4mo Omnpasu
2OYEHHOCMU U OCHENCHbBIE

V JHCEHUWUHBL NOCMYNULO
pecucmpupo8anHo2o noo
Heobxooumo onramumeo
pekeusumvl OAHKOBCKO20
luxasb 6 meccenodcepe
HCEHWUHA HAaNpasulach
una nepeeoo OEHEeNCHHIX
| el cuem.

Uepes neckonvko oneut om Muxasna npuwino coobwenue o Heobxooumocmu

oniamol «pacmamoNCKu» Noculaku. Banenmuna uepes
ocywecmeuna ewje 2 nepeeooa O€HeNCHbIX Cpeocme 8
ben.pybnei.

B nocneoyowem Muxasne coobwun, umo 0eHexcHbvie
eMmy Ha cuem. KeHwuHna neimanace Kak-mo peuums OaHk
a makoice npeonodkcuna ecmpeyy, ooHako Muxasnv Hanucal

u OenedicHble cpedcmea HUKYOa He Hanpaeun, u om Judl
Banenmuna ocozunana, ymo cmana scepmeoii MoueHHUKA.

! PexomeHnaanumu:

KaK MOJXHO JIyullle y3HaiTe HOBOI'O 3HAKOM(
CO3BaHUBaNTECh 0 MOOUIBHOMY TeslehOHY
HE BEAMUTeCh Ha NMpOChObI OKa3aTh Marep
Ooslee He OTNpaBISHTE NEHBI'M Ha (IIOCBUIKHY, «TOC
U IIpOYee HE3HAKOMBIM BaM JIIOJM;

5. HM NOJ KakMMH MpeasoraMi He Nepexoau
CCBIJIKaM, OTIPABJIEHHBIM BaM COOECETHHKOM, U HeE BI
U TeM Oosiee peKBU3UTHI OAHKOBCKOM IJIATEKHON KapTh

BwN -

TIIATEIbHO U3y4aiTe akKayHT coOeceHHKaA;

DAHKOBCKOE YYpedcOeHUe
pasmepe 8200 u 8 300

cpedcmea He nocmynunu
Hblll BONPOC 8 NEPEnUCKe,
1, umo baxk obmaHvieaem
HOU ecmpedt OMKA3aICA.

.
Oro;

W/WJIH 110 BHJAEOCBS3H;
MaJIbHYIO TOMOILb, TEM
MOLJTHHBIY, «JICYECHHEN

T€ MO NOJO3PHUTECIIbHBIM
BOAHUTC JIMYHBIC JAHHBIC
B
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PumuHr

TO KOrja MOLIEHHUKH
MPUCBHUIAIOT  MHCbMA
M, JeHbTH WU JPYTryio

QOUIIUHT — BHMJ HHTEPHET-MOILLEHHHUYECTBA, 3
co3maroT (QeikoBble (MOANENbHBIE) CAWTBI WU
U coo0IIeHHs, YTOObI yKpacTh Yy MOJIb30BaTelIs Mapoll
JIHYHYIO0 HHPOpMALIHIO.

Kak noHsATh, 4yTo calT — ek (noaaenbHbli)?

. BHUMATE/IbHO IOCMOTpHTE Ha ajapec B (
CTpaHHble OYKBBI, HUGPBI WK YTO-TO JMIIHEE ITO MJIOX

. ybenutech, uTo B aapece ecThb https: u 3Hay
YTO UHTEPHET-COeAMHEHHE 3allUIIIeHO;

. eclii caiiT ohopMileH C OIHMOKAMU B T
KapTUHKaMH, 3TO JIOJDKHO HaCTOPOXKHUTH;

. €CJIM CalT HAcTOM4YMBO TpebyeT CpOYHO B
KapThl WIK APYTYIO JIMUHYIO HHPOpMALHIO — OyAbTe OC]

)pay3epe — eclld €ecThb
OM 3HaK;
OK 3aMKa — 3TO 3HaYHT,

PKCT€ WM CTpPaHHbIMH

BECTH MapOJI, JaHHBIE
FOPOKHBI.

Ilpumep 1: 6 Hauane mapma m.2. Ilasen 6 coyua
obHapyacun akkaywm no npooadice ysemoe «flowersloves
npogune U U3YHUB ACCOPMUMEHM, MYNHCHUHA Peuiun coenal
ymo ykazaxHwulll mazazun 3ampebosan 100% npedonnamy
bankosckou kapmoer nepeyucaun 150 ben.pybneii na npeo
pekeusumol. B xo0e oanvhetimezo obwenus npooasey coc
onnamel 00CMABKU, NOCNIe 4e20 NOCMYNUNA CCbLIKA ONA €
no oaunou ccoinke, Ilasen eeen peksuszumwvi ceoeli baw
uz CMC-coobwenuii, nocne uezo ¢ e2o BIIK 6vi10 chucano

1oHOU cemu «Instagramy»
\by». Ilepeiios e OarHblll
mob 3akas. B ceszu ¢ mem,
mosapa, Ilasen co ceoeti
DCmasneHHble Npooasyom
owun o Heobxooumocmu
e ogpopmnenusa. Ilepeiios
KOBCKOU Kapmbel U KOObl
125 ber.pybaeil.

Ilpumep 2: Ilemp pewun Ha mecay CHAMb Ked
«Domovita.by» on Hawen obvaeneHue o coave 8 HAUA
B obvasneHuu b6wvin yxazaw Koumaxkm 0N CEA3U 8 Meccer
nepenucku Oesywika, komopas npeocmasunace Jluan
npedonnamy 6 pazmepe 500 6enpybaeu, onra uyezco npe
Ha komopyio Ilemp nepeeen yxazanuyio cymmy. QOOHax
Ymo keapmupa ydxce coawa u npeonodxcuna eepHymo I,
npedocmasuna coomeemcmeyiouyio CCBLIK)
by.dostavkal(.info/receiving/176749185). Ilemp nepewen n
pexeusumui ceoeul BIIK, a makasce koo uz CMC-coobwjerus
bvino cnucano 885 ben.pybaei.

pmupy. Tak, Ha caiime
i orcunes 6 2. bopucoee.
woocepe «Viber». B xooe
o, nompocuna eHecmu
oocmasuna Homep BIIK,
D no3dice OoHA Hanucana,
lempy Oewnveu, ona ueco
(https://alfabank-
0 YKA3aHHOII CCblIKe, 86ell
. ITocne smozo c e2o BIIK

7

Ilpumep 3: Jleonuo pasmecmun obvaeneHue
Ha mopeoeou naowaoke «Kufar». Tax, 6 meccenOoicepe
nceeoonoKynamenb, KOMOPbI NOACHWI, YMO Jicenaem

0 npoodadce a’3pocpuns
«Viber» ¢ mum ceazancs
npuobpecmu  a’3pocpuns

u ogopmume Kypvepckyilo oocmaexky «Eeponoumoly.
omnpaenena ccoinika «evropochta.by-id715.bond» sakobw O
nepeeooa 3a npooasaemviii UM a3popuib, N0 KOMOPOl OH 1
ceoeu BIIK, a makaice k00, noayuentwili N0 cMC-CO0OUeH
BIIK 6b110 chucarno 830 6enopycckux pybaeil.

Ianee Jleonuody 6vina
151 NONYYEHUS OEHENHCHO20
hepewlen, 86el peKeU3UMbl
wio. B pezynemame c ez2o
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! PexomMenaanmu:

1. OyabTe OCTOpPOXKHBI C TeM,
(Haxxumaere) B UHTepHeTe;

#

3

Pa3IM4YHbIE CMC-KO/1bl Ha MOJO3PHUTEIIbHBIX caurax.

KubepBbriMorarebcrBa

Bce BBIMOI'aTe/IbCTBa, COBEpPLICHHBIE
HH)OPMAIlMOHHO-KOMMYHHKAIIMOHHBIX  TEXHOJIOTHIA,
Ha TPH OCHOBHbIX BH/A:

1. Cpsizanbl ¢ 6J10KHpoBaHHeM, MoauHKAaLIHE
KomneoTepHoH uHopmanuu. [lpu 3TOM B mnojnas
Clly4aeB OTMeYaeTcsi 0;I0KMpOBaHHE MOOUIIBHBIX YCTPOI]
BXOJla Ha HUX B IIPEJOCTaBJIECHHYIO 3JIOYMBIILICHHUKA
npeuioraMy y4etHyto 3anuch iCloud, 4ro B mocneayroi

YTO YHTACTE

HE NMEPEXOAUTE MO CChLJIKaM, KOTOPLI€ BBI3bI
HE€ BBOJHUTE II€PCOHAJIbHBIE IAHHBIC, PECKE

»
v

H Ha 4YTO KIIMKacTE

BAlOT COMHEHHUS;
3u3uThl BIIK, a Taxxke

C HUCITIOJIB30BAHHUEM

MOKHO pa3acsinTb

M MJH YHHYTOKEHHEM
JsfomeM OOJIBIIIMHCTBE
cTB Apple nocpeactom
MH 1107 0J1arOBUIHBIMU
€M [103BOJISIET Y1aJI€HHO

BK/IIOUHTh «PEXHUM yTepu» (TeM cambiM 3a0JIOKHpOBaTh YCTPOKMCTBO) OO
CTEpeTh JaHHBIE. .

Cnenyer oTMETHUTB, YTO paHee GOJbllas YacTh MPEAJOrOB 3aK/IH0YaIach
B OHJIAWH-3HAKOMCTBE TMOTEPNEBIIMX C MOIIEHHUKOM, TpeJACTaBISIONIMMCS
JIMLIOM TIPOTHUBOIIOJIOXKHOIO MOJia, Y KOTOpOro ciomaics TeneGoH U emy
HEOOXOAMMO oOKa3aTh TMOMOINB B 3arpy3ke |Kakux-au6o daiiios
U3 ob6s1avynoro xpanuanma iCloud.

B HacTosiMii MOMEHT BEKTOp CMECTHJICS Ha peKsiaMy OecnIaTHbIX HIP
WM npuioxkeHud B couuanbHOM cetu TikTok, mis ycTaHOBKHM KOTOPBIX
HEOOXOAMMO 3aliTM B MpPEJOCTaBICHHBIM MOIIEHHMKOM aKkayHT Apple.
ITorepneBmMMM B TakuX cCiIydasX BBICTYNAIOT TMOAPOCTKH, SBISIOLIMECS
AKTUBHBIMH MOJIb30BaTEISIMU YKa3aHHOW COLUAJIbHOM cETn, HauOosee ysi3BUMas
KaTeropus rpakiaH.

Taxke ocraercss akTyajabHBIM TpPEAJIOr O TPYAOYCTPOiCTBe, ISl YEro
37IOYMBILJICHHUKH  NPEJOCTaB/ISIOT  COMCKAaTeNo | Ui  BXxoda  SKOOBI
KOpIIOpaTHBHBIN akKayHT Apple.

2. CBsizaHbl C yYrpo3oii pacnpocTpaHeHHsi IH4YHOW uHpopManuu

NoTepneBINHX JH00 HHBIX CBeJeHHH, KOTOpPbI€ TNOC/IEIHHE KeJAJTH
COXpPaHHTbL B TaiiHe, NpeuMylIecTBeHHO — (ororpaduil u BHIeo3amucel
WHTHMHOTO XapaKTepa, a TaKKe MWHbIE JIHYHBIE CBEJCHHS, KOTOpbIE
B OOJBLIMHCTBE Clly4aeB IOTEPIEBLIME CAMOCTOSITENIBHO MepechlIain

3JIOYMBILIUVICHHHUKAaM, I10J1aras, 4To obuarorcs ¢ [MOTCHIHAJIbHBIM MMAPTHEPOM
AJIs1 3HAKOMCTBA MMPOTHBOITOJ/IOXKHOTO I10.J1a. :
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3. CBs13aHBI ¢ yrpo30ii npuMeHeHHs HacHJIus. B
MOCTyIaja 10c/Ie TOro, Kak MOTepIeBIIHe MBITAIUCH [

MEPENnuCcKy) Mo abOHEHTCKUM HoMepaM, YKa3aHHBIM

PasMELICHHBIX HA HHTEPHET-pECYpCax IO OKa3aHHIO CEK

BbIMOI'ATEJIbCTBA, COITPSAXKEHHBIE C BJI

MaHHBIX CITy4asx yrposa
03BOHUTHCS (JTMOO BeJIH
B aHKeTax [JeBYIleK,
‘CYaJIBHBIX YCJIYT.

OKHMPOBAHUEM

MOBUWJIBHBIX YCTPOUCTB API

PLE

IIpexne Bcero cieayer OTMETHTb, YTO Me)
MOOUIBHBEIX yCcTpoiicTB Apple morteprneBmux peanusy
onepauronHoi cucremel 10S (iPadOS, macOS, watc
OT YCTPOHCTB), a TIOCPEACTBOM METOAOB  COL
C MCII0/Ib30BAaHHEM JOBEPUYHUBOCTH rpaXkIaH.

IIpumenanue:  oanvHetiuiem 015 NOHAMHOCMU 8 KAYé
2060pumsca 0 mobunvHom menegomne iPhone. Ho odanna
ntobozo yempoiicmea Apple: Mac Book, iPad u op.

Tak, 370yMBILIUIEHHHKH TOJA pa3Iu4YHBIMHU OJial
BBIHYK/al0T coOeceIHUKa BBIHTH U3 CBOETr0 aKKayHTa
Ha iPhone B MOIIEHHNYECKHI aKKayHT, /IS Yero Mpe/o
3JIEKTPOHHOTO IOYTOBOrO slIMKa) U maposb. C 3Tor(
TeseOH KEpPTBBI «B pykKax» Bbimoraress. OH M3MeH

XaHU3M OJIOKMPOBaHUS
€TCsl He IMMyTeM B3JI0Ma
hOS - B 3aBHCcHMOCTH
[MaJIbHOW  HHXXEHEPHUH

cmee ycmpoucmea 6yoem
51 cxeMa aKkmyanvHa OJs

FOBUIHBIM TpeAJIOraMu
Apple (iCloud) u BoliTn
CTaBJIAIOT JIOTHH (ajpec
> MOMEHTa MOOMIIbHBIH
eT MapoJib OT YyYeTHOH

3allMCH, 3HaHHE KOTOPOro TpebyeTcs ISl BHIXOA U3 Hee, MOcie Yero yJajleHHO
yepe3 obnaynelii cepBuc iCloud axtuBupyer ¢ynkiumtoo «Haiiti iPhoney,
nepeBo/is TakuM 00pa3oM YCTpPOHCTBO B peXHM NPONaxH, U TOJHOCTHIO

Onokupyer ero.
Jlanee mnoTepneBlIEMYy TMPUXOIMUT

cooOI1eHne

(ombo  BBIBOAUTCS

Ha 3a0J0KMpOBAaHHOM 3KpaHe), 4To TejedoH 3a0IIOKMpOBaH, a I €ro

pEBGJIOKHpOBKH HeoOX0aUMO 3aIlJIaTUTh

JC€HBI'H.

Taxxe 3auacrtyro

npeaocTasiseTcss KOHTAkT B Telegram nmna, criocoOHOro peuMTh 3TOT BOMPOC
(KaKk mpaBWJIO, 3TO U €CTh 3JIOYMBILUUIEHHUK, 3a00KUpOBaBLIMii TenedoH).

XapakTepHO, 4YTO JaXe T[pU BBINOJHEHMM TpPeOOBaHHs BBIMOTATEIS,
pa3bIOKMpPOBKAa YCTpOMCTBA B MOAABISIOUIEM OOJBIIWHCTBE  CIIy4aeB
HE OCYILIECTBIISIETCS.

CymecTByeT HECKOJIBKO OCHOBHBIX TPENJIOrOB,  BBIHYXIAIOIIMUX

NOTEPEBLUIMX BOUTH Ha CBOMX YCTPOUCTBAX B MOLLEHHIHYECKHIA akkayHT Apple.

Ipenor 1. Pekiiama GecnjiaTHBIX UIP H npumlmeﬂm‘i B COIHAJIBHBIX

ceTsIX M MecCCeH/IsKepax.

370yMBILIUIEHHUKH OCYLIECTBISIOT pa3MelleHHe
Buzieoposnk B TikTok nmu6o B Telegram), B koTopoii yx
cnoco6 ckadate Ha iPhone To wiM WHOe MpuUIIOKEHU
Premium, no3Bosifolire YuTaTh yAajJe€HHEIE COOOIIEH

peKJiaMbl (4allle BCEro
(a3bIBaeTCsl OeCIUIaTHbBIN
e (AyuGram, Telegram
Hsi, 3a0UpaTh «3BE3/bIY,
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CKPBIBAaTh CTAaTyC «OHNaiH» u T.1.), urpy («<PUBG Mobile», «Standoff2» u ap.)
a1060 MOJ, MOJY4YHUTh Ha CBOi GaaHc UTPOBYIO BAIIOTY.

JIns. yCTaHOBKHM JaHHBIX TPWIOXKEHUH 3JI0YMBINUIEHHUKH TPeJaraioT
»KepTBe BOWTH Ha TenedoHe B mpeaocTaBieHHbId UM akkayHT Apple (iCloud).
[TorepneBmMMH B TaKWX CiIydYasix BBICTYMAKOT n(ilpocrm, SIBJISIFOLIIECS
AaKTUBHBIMH T[0OJIb30BATE/IIMH  COLMAJIBHBIX CETei T HauOoslee ysi3BUMas
KaTeropusi rpaXkKaaH.

Hpeanor 2. «Ciaomanacs teaepon». Oxazanue nomowu ¢ daiiamu
U3 o0s1auyHoro xpanuanma iCloud.

B nanHOM ciy4yae nepBoHadalbHas KOMMYHHUKALUsl 310YMBIIIJIEHHHKA
U XKEePTBBI IPOMCXOAUT B NMPUIIOKEHUSX 100 caiitax s 3HakoMcTB (Mamba,
Masked.love, Twinby, Mail.ru u ap.) mmbo Teleg}}am-qm‘ax («Jleonapno
JlaWBHHYMK» W [p.), TJ€ MOLIEHHUK BBICTYNAeT B KayecTBe JIMlA
NPOTHUBOIIOJIOXKHOTO T0JIa, JKEJAIOLIero IMO3HAKOMHUTBCS. 3aTeM «HOBBIH
3HAKOMBIH» IEpEeBOAUT OOLIEHHE B MECCEHIDKep, [A€ MO Ppa3IM4HbIMH
npeajoraMu (Hampumep, ciaoMaics TelnedoH M HEOOXOAMMO OYE€Hb CPOYHO
CKayaTh Kakue-au00 ¢haiibl: KypcoBYO paOOTy WM UHBIE Ba)KHbI€ IOKYMEHTHI)
BBIHY)KJaeT MOTEPNEBLIEro 3aiTH B YyXyIO yueTHYH 3amnuch Apple Ha cBoeM
iPhone. Ilpu sToM s Gonbluell yOequTeNLHOCTH NpHCHUIAeT 3apaHee
3aroToBjieHHbIe (oTrorpadguu pazdurtoro TenedoHa, roja0COBbIE COOOLICHMS
Y BUJICO3AIUCH. |

[TosyuyuB cornacue, 310yMBIILIEHHUK BbICHUIAET JIOTUH U MapOJib, a II0CIe
BXOJa MOTEPIEBIIEro B YYETHYIO 3allUCh, MEHSIET MapOjib H BKJIIOYACT PEXKHUM
MPOMaXKH. i

IIpensor 3. TpyaoycrpoiicTBo. |

3710yMBILIUIEHHUK OCYLIECTBIISET pa3MeLleHune pe:imaMbl B cetu UnTepHer
0 MOMCK COTPYAHHMKA Ha BAaKAHCHUIO, KaK MMPABUJIO, CBA3AHHYIO C TECTUPOBAHHEM
MOOM/IBHBIX MpUIOKeHuH s ycrpoiictB  Apple. Ilocne ynausnoro
«IIPOXOXKAEHHS coOeceI0BaHuUs» JKePTBE NMPeAOCTABISAETCS JIOTHH U MapoJib JUIs
BXOJa B SKOOBI KOpIOpPAaTHBHBIA aKKayHT Apple, KOTOpblH [OOKEH
HCIIO/Ib30BaThCs 7151 paboThI MO0 3arpy3KHU HEOOXOAUMBIX MPHIIOKEHUH.

ITocne Bxona couckarenst Ha cBoeM iPhone B mpeoCTaBIeHHYIO YYETHYIO
3anuch Apple, OH oOka3biBaeTcsi B JIOBYILIKE. 3aTeM | IPOUCXOAAT COOBITHS,
AQHAJIOTUYHBIE OTUCAHHBIM BHIILIE.

IIpenuior 4. Ilepexoa no pUIIMHIOBO#H cChLIKeE.

B HekoTOpeIX cioyyasix «HMHTEPHET-3HAKOMBIN)» BMECTO YyOeKIACHUS
XKEPTBBI BOUTH Ha CBOeM TejedoHEe B MOLIEHHUYECKUH akkayHT Apple, Moxer
COpOCHTE CCBUIKY Ul CKayMBaHUsA INpPUIOXKEHUS OO BXxoxa B 0OJayHoe
xpanuiuie 1Cloud, rae 6yaeT npeaioxeHo BBECTH JIOTHH U NMApOJIb OT yYeTHOH
3anucH Apple yxe co ctopoHsl moteprieBiero. /laHHas ccbutka OyAeT sIBISAThCS
¢umHroBO# (MmoIensHoM). BBeast aBTopH3alinoOHHbIE| JaHHEIE CBOEH YUETHOMH
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3aIlliCH, OHH Cpa3y XK€ CTAaHYT H3BECTHBI BbBIMOT'ATECIIIO.

MOCJIEIHUH HE TOIbKO 3a0JIOKUPYET yCTPOUCTBO KEPTB

[Tocne cmeHsl maposs
Bl, HO U TIOJIYYHUT JOCTYTI

K €ro JIMYHbIM AaHHBIM (pororpaduu, daityibl, 3aMeTKH, reono3uius, novra

U 1Ip.), KOTOpble CHHXPOHU3UPOBAHKI B 00JIaYHOM XpaH

BAJKHO!

PaGoTHuku CEePBHUCHBIX LIEHTPOB HE

[0 BOCCTAaHOBJIEHUIO YCTpoHcTB Apple aubo yuer
Pa3bnokupoBath

336.HOKPIpOBaHHBIX MOIICHHHKAMH.

HITULIE.

OKa3blBalOT  YCIIYI'H
Heix 3anuceit 1Cloud,
Tako€ YCTPOHCTBO

BO3MOXHO TOJIBKO IyTeM OOpalleHusi B CIIy)KOy TeXHHYECKOH MOALEPKKU

KOMNaHuu Apple, NpUI0KHUB AOKYMEHTBI, MOATBEPKI:

AFOIIIUE 3aKOHHOCTBL €Io

IpUOOpEeTeHHSI.

Jlns 3TOro motepneBIIMH OMKEH OOpaTHUTHCS |B CiykOy MNOAAEpPKKH
Apple nocpeactBom cepBuca Request Activation Lock  Support
[https://al-support.apple.com/#/al/agreement] u npeaocTaBUTH:

IMEI ycrpoiicTsa;

JOKa3aTe/lIbCcTBa TMOKYNKH ycTpoiictBa (4yek; kopobka c¢ IMEIL
rapaHTUNHBIN TAJIOH);

JIOKa3aTeJIbCTBa €ro  «JIErajbHOro» HCMOJB30BaHUSA IOTEPIEBLIMM

(yyerHas 3anuch Apple norepneBuiero, npuBsi3aHHbIe
KapTO4KH, TeleOHHbIE HOMEpa M MOYTOBbIE SLIHKH);

oOcTosiTeNIbCTBa  MPOTHBOMPABHOTO  BXOJa
B 320y eHue) B MouieHHHYeckuit Apple ID.
[Ipoiecc BoccTaHOBIEHHS uepe3  CIIykOy

OT HECKOJIbKUX JIHEeH 0 HeIeu, IIpHu 3TOM yCTPOﬁCTBO

110 3aBOJICKUX HACTpOeK (Bce JaHHbIE yAasTcs).

3anomuute! Hacrpoiiku iPhone e aas urp!
1. HMKOrZa M He NOJ KakuM IpeaioroMm
MOOHMJIBHOM YCTPOMCTBE B UYyXKYK0 YYETHYIO 3alHCh

DAHKOBCKHUE TJIATEXKHbIE
(myTeM  BBEICHUS

TOJJIEPKKH  3aHUMAET
MOXET OBITh COPOLLIEHO

HE BXOJMTE Ha CBOEM
Apple, naxe eciu Bac

00 3TOM NPOCHUT ApYT H TeM OoJiee — He3HAKOMBIH YeJIOBEK M3 HHTEPHETA;

2.

3. He mepexoauTe IO HEM3BECTHBIM CCBUI
HE3HAKOMBIM YEJIOBEKOM;

4. He BBOJAUTE Ha IOCTOPOHHHUX caiTax
ot akkayHTta Apple iCloud.

CoBeT poauTeNsiM, YbH JIETH UCIIOJIB3YIOT

HHUKOMY He cooOIlaiiTe Ballly JIOTHH U Napo

JTb OT aKkayHTa Apple;
aMm, NepecjIaHHbIM BaM

CBOHM JIOTMH W MapoJib

MOOWJIBHBIE YCTPOMCTBA

Apple.

Jis Ttoro, 4uroObl Bam peOEHOK HE CMOI OCy

M [apoJis IPeJOCTABICHHBIX 3JI0yMBILUIEHHUKOM, |
POAMTENBCKUM KOHTpOb. OH HHKaK He OrpaHUYHI
B (QyHKUMOHasle MOOMIBHOIO YCTPOWCTBa, JIMII
U3 y4eTHOH 3anmucu Apple, a Takke BOCIOIB30BaTHCS 1)

IECTBUTh BBOJ JIOTHHA
1I0CTaTOYHO YCTAHOBHUTH
BaeT JeicTBUS peOeHka
1b  3ampellaeT BBIWTH
TaTeXKHBIMH CpPE/ICTBAMH.
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BBIMOI'ATEJIbCTBA, CBA3AHHBIE C YI'PO30U PACITIPOCTPAHEHWA
JIMYHON MHOOPMALIUU ITOTEPTIEBIITHAX JINBO UHBIX CBEJIEHWM,
KOTOPBLIE ITOCJIEAHUE KEJIAJIM COXPAHUTH B TAUHE

[Ipy naHHOM BMJE BBIMOIaTe/lbCTB B MOJABMSAIONEM OOJbIIMHCTBE
ciy4yaeB OOBEKTOM IpecTyrieHus sBisiorcss (ortorpaduu M BUAEO3aNUCH
MHTUMHOIO XapakTepa NOoTepreBIIero, Nepentcka Ha CeKCyallbHyr0 TeMy Jubo
MHasi KOMIIPOMETHUPYIoLIasi HHPOpMaIIUs.

[lepBoHauanbHass KOMMYHHUKALUs — 3JIOYMBILULIEHHHKA U JKePTBBI
NPOMCXOAUT B TMPHIOKEHUsX JMbOo caWrtax misi| 3HakomcTB (Mamba,
Masked.love, Twinby, Mail.ru u nap.) nu6o Telegram-uarax («Jleonapno
JlaiiBUHUMK» W [p.), TAe MOILIEHHHWK BBICTYNaeT B KayecTBe JIMLIA,
MPOTUBOIIOJIOKHOTO TI0JIa, JKENIAKIIero MO3HAKOMHUTBCSA. 3areM oOOLIeHHe
JOBOJIBHO OBICTPO mpuUOOpeTaeT cekcyanbHbl MoaTeKkeT. « HoBbIM 3HAKOMBIIN
npejiaraeT 0OMeHAThCS HHTUMHBIMU (GoTorpadusmu. [Ipu aTom asis Gosbluei
yOeIuTeIbHOCTU PUCKLIAET 3apaHee 3aroToBleHHbIe skoObI cBou (oTorpadpuu
60 BUI€O B OOHAXKEHHOM BUJIE.

B ciydae, ecnm xxepTBa «1oBenach» Ha JaHHOE MpeUiokKeHue u copocuiia
CBOM HMHTHMHble (oTorpapuu MM BUAEO, 3JIOYMBILUIEHHHK HX COXPaHSET.
Ilpu 3TOM oOTmpaBieHHE CAMOYHHUYTOXKAIOUIMXCS COQOLIEHUH HE IOMOXKET,
TaK Kak 5KpaH Bcerja MOXHO choTorpadupoBath |APYrHM YCTPOHCTBOM.
OnHOBpeMEHHO ¢ 3TUM BhIMOraresb cobupaer HHGOPMALHIO O KEpTBE B CETH
WHTepHeT: HAaXOAUT CTpaHHUIBl B COLIMAJIBHBIX CeTsX, aHANM3UPYeT NaHHble
U3 OTKPBITBIX MCTOYHMKOB, Y3HaeT KpYr JApy3edl U [pOJCTBEHHHUKOB, MECTO
paboTel. 3aTeM 3/7I0yMBILUIEHHHK COOOILIAeT, YTO PaclnpOCTPAaHUT UMEIOLUECH
y HEro MHTUMHbIE poTorpaduu MOTEPrNeBIIEro CPeaU €ro Apy3ei U 3HaKOMbIX
mu00 BBUIOXKHT WX B OTKPBITBIA [JOCTYI, €CIH €My He 3aljarath 3a HuX
HepacnpocTpaHEeHHE.

Ecnu xe B X0[€ MHTEepHEeT-NIePEeNUCKH BBIMOTaTeO He YAAJIOCh MOJIYYUTh
MHTUMHBIE M300paXeHHsI JKEPTBBI, OH MOXET H3rOTOBHTH MX C MOMOIIBIO
pa3IM4HbIX (POTOpPENAaKTOPOB, HCMONb3ys (oTorpadum cobeceIHHKA U3 €ro
conMalbHBIX ceTed. Takke 3IO0yMBIIIEHHHK MOXET YrpoXaThb OTIJIacKOi
COCTOSIBLIEHCS] NMEPENUCKH Ha CEKCyaslbHble TE€MBI, JOMOJIHUTEIBHO COOOLIMB,
YTO SBJISIETCS HECOBEPIIEHHOJIETHUM, TAKUM 00pa3oM HameKas O BO3MOXKHOCTH
NPUBJIEYEHHS JKEPTBHI 32 «COBpALIEHHE MAJIOJIETHEr 0.

B HEKOTOpBIX cCilydasiX «HHTEPHET-3HAKOMBIH» MOXKET CcOpOCHTH
(GUIIMHTOBYIO CCBUIKY, Hampumep, Isi MpocMmoTpa ¢oto B 00savyHOM
XpaHUIHILE TG0 ero BHAEO HAa Pa3THYHBIX CTPHMHHIOBEIX cepBHcax. Ilepeiias
MO CCBIIKE M BBEAsS CBOM JaHHble (KaKk NpaBUIO, aODOHEHTCKHH HOMeEp
M TIOJYYEHHBIH KOA-NMOATBEPKIACHHE) 3JIOYMBILNUIEHHHK TMOJydYaeT AO0CTYT
K MECCEeH/Kepy )KepPTBBI H ero COLUAIbHBIM ceTsM. B TakoM ciydae BeIMoraresib
Nogy4aeT AOCTYN KO BCeM KOHTaKTaM M IepernucKaM MOTEepIeBLIEro, a IpH
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HaJIMYUM B HHUX HMHTHUMHBIX (oTO WM BHAeo (Hanmpumep, NMpH OOLIEHUH
C JpYrMMH JeBYyIIKaMH) JHOO HMHOM KOMIpOMETHpYOIeH HHpopmauuu,
UCIIOJIB3YeT €€ MO BHILIEONUCAHHOMY NMpUHLMNY. B 1aHHOM ciydae cuTyauus
ycyrybnsiercss TeM, 4YTO 3JIOyMBILUIEHHHMK BHAMT BCE peaJbHble KOHTAKThI
KEPTBBI, @ TAKXK€ MOXET HCIOJb30BaTh €€ JIMYHbIC YYETHbIE 3alUCH I
COBEpILUECHHS] HMHBIX MOLIEHHHUYECKUX JAEHCTBUN (IIPOCUTH OJOJIKUTH JIEHBIH,
NEPEeBECTH CpeCTBA Ha 0J1aroTBOPUTEIbHBIN cOOp H T.1.).

! Pexomenaauumu:
1. HuKOrJa He OTHpaBJISTE CBOM MHTUMHBIE doTorpaduu U BUAEO
HE3HAKOMIIaM U3 HHTEpPHeTa;
2.  He ocraBisiiite B cetu MHTepHeT o cebe|nuuyHyro MHpOpMALHIO
U HE JICJIUTECHh C HEH C HE3HAKOMIIAMH;,
3. cKpo#iTe naHHble O ceOe B HacTpoikax| KOH(MIEHLHAIBHOCTH
B COLIMAJIBHBIX CETAX U MECCEHKepax;
4. He MepexoauTe MO HEU3BECTHBIM CCHUIKAM, NEpecIaHHBIM BaM
HE3HAKOMBIM YeJIOBEKOM;
5.  He BBOAUTE Ha MOCTOPOHHUX CANTaX CBOM [IMYHBIC JAHHBIE U KOJbI
U3 COOOILIEHUHA.
TAKXKE CJIIEAYET IIOMHUTD, uro usrotoBiieHue U pacpocTpaHEeHHE
MOPHOrpaQUYECKUX  MaTepualoB MM  TMPEIMETOB  MOPHOrpaduyecKoro
XapakTepa BJie4eT 3a cOo0O#l mnpHB/IeYeHHE K YrOJQBHOH OTBETCTBEHHOCTH
no cr.343 VYronoBHoro kozaekca PecnyOnuku bBenapyce ¢ npumeHeHuem
HaKa3aHUA BIUIOTH 0 ABYX JIET JIMIIEHHUs CBOOOIBI.

BbIMOT'ATEJIbCTBA, CBA3AHHBIE CYT'PO30U [IPUMEHEHU A

HACWJIWA, TIOCJIE TOCENIEHUSA CAMTOB|I10 OKA3AHUIO
CEKCVYAJIbHBIX YCJIVI

3M0yMBILUIEHHHKH Ha pa3iMYHBIX caiTaXx MO DKa3aHUIO CEKCYalbHBIX
YyCIyr pa3sMellaloT aHKeThl /EeBYLIEK, B KOTOPBIX | 3a4acTyl0 B KayecTBe
KOHTaKTHOIO YyKa3blBalOT aOOHEHTCKHH Homep Oenopycckoro omneparopa
MOOUIIBHOM CBSI3H.

[TorepneBuine, HaxoAsCh B MOMCKAX MOAOOHBIX yciyr, Oe3pe3ysbTaTHO
MBITAIOTCA J03BOHUTHCS M0 yKa3aHHOMY B aHKeTe a0OHEHTCKOMY HOMepy
(TpyOKy HUKTO HE CHUMaET).

B nocneayromem, kak npaBusio Ha ClEAYIOUIMA AeHb, MOTEPreBLIMM
noctynaer TeinepOHHBIH 3BOHOK, B XOJ€ KOTOPOrQ JIMIO C BBIPAXKEHHBIM
KaBKa3CKHM aKLIEHTOM B rosioce cooO1aer, YTo no Npu4YHHe 3BOHKA MPOU301ILIO
«bnoxkupoBaHue» (MO0 MHBIE TPHUYMHBI), BBHAY Y€ro «JAEBYLIKH HE MOTYT
paboratb». B Xoze 3BOHKa 3/I0YMBILUIEHHHK IMpeJliaraeT peliuTb BOIPOC
«THXO-MHUPHO», TIOTOJHHUB OajaHc, TeM caMbiM ee pa30JoKHpOBaTh.
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B nanbHeiiiieM npoOMCXOAMT JaBleHUE B CTOPOHY |JKEPTBBI M CKJIOHEHHE
K IepeBOlly Bce OONBIIMX CYMM JEHEXKHBIX CpeICTB NOA pa3Iu4YHbIMH
MpeiioraMd, B TOM YHCJI€ BBICKA3bIBAIOTCS YIPO3hl JKU3HH H 310pPOBbIO
MoTeprneBLIero JIMO0 ero GJIM3KUX POJACTBEHHHUKOB.

B nocneayromem oOuieHHe nepeBOAUTCS B MECCEHKEp, KyJa
cOpachIBalOTCSl PEKBU3MUTHI, HA KOTOPbIe HEOOXOAMMO MEePEHHUCIIUTD JEHEKHbIE
cpeAcTB (kak mpaBwuiio, p2p nepeBoanl). Tyna ke motepnesline cOpachiBarOT
3JIEKTPOHHBIE YEKH KaK MMOATBEP)KIEHUE O MepeBo/ie AeHeKHBIX CPEICTB.

B HekoTOpBIX cilyyasiXx Ha 3BOHKH HJIM COOOLIEHHS MOTEpPNEBLIMX IPH
MOCEIIeHUH MHTEpPHET-CAaTOB OTBevyaeT SKOOBI JeBylKa W J0roBapHBaeTcs
O BecTpeue, s dYero TpeOyeT mpeaomyaTel B| KayecTBe TIapaHTHH.
B 1eiicTBUTEILBHOCTH HUKAKOH JEBYIIKH HE CYLIECTBYET, a 370yMbILIIEHHHKH
NPOCTO MMMTHUPYIOT JKeHCKui rosnoc. Ilocie | coBepuieHuss JAaHHOM
MOILUIEHHHYECKONH CXEeMBbl TaKXKe CJIEAYIOT 3BOHKH | MO BBILIEONHCAHHOMY
NPUHIIMITY.

CIIEAYET IIOMHHUTDB! Peknama ycayr cekcyallbHOTO XapakTepa
B Pecniybnuke Benapyce 3anpeuiena. Otka3z oT nogoOHOro 1ocyra He TOJIBKO
yOepexeT Balle 310pOBbe, HO U JAEHBI'H.

BbIMOI'ATEJIBCTBA, CBA3AHBIE C MHQPOBALHMEMUQAIZHOBOPI
CUCTEMbBI HA CEPBEPAX IMPEAITBUATUN

MoienHuueckas cxeMa mu@poBanus $aiisioB Ha|cepBepax NpeANPUITHHA,
U3BECTHAass KakK aTaka C HCIOJIb30BaHMEM MpPOrpaMM  BbIMOrarTelel
(M@ poBaNbUIMKOB), SBISIETCS OJAHOW M3 HamuOoIee OjlaCHBIX KuOepyrpos s
6u3Heca. 3NMOYMBIIUICHHHKM [POHUKAIOT B CeTh, 4YTOOBI 3amudpoBaTh
KPUTHUYECKH BaXKHbIE JaHHbIE U OTPeOOBAaTh BHIKYII 3a [MX BOCCTAHOBJICHHUE.

Kak npoucxoaut araka? CoBpeMeHHBIE aTakd H(POBAIBILIHUKOB — 3TO
HE aBTOMaTHYE€CKUH BUPYC, a XOPOILO CIUIAHMPOBAaHHAsI ONepaLiysl, yIpaBiiseMas
moaeMU. Ee MOXXHO pa3fenuTh Ha HeCKOJIBKO 3TamnoB:

1. IlpoHukHOBeHHMEe B ceTh. HayanpHBIH AOCTYN 370YMBILIJIEHHUKH
N0JIy4aroT pa3IMuYHBIMHU CIIOCOOAMHU:

uwun2; MaccoBbIe MM LEJIEBbIE PACCHUIKU MUCEM COTPYAHHUKAM.

Hanmpumep, nmnucbMO  MOXET  MacKHpOBaTHCS  MOJ  HAKJIAIHYIO
ot «1C:Ilpeanpusrue» ¢ BIOKEHHBIM apXHBOM, BHYTPH KOTOPOrO HaXOJIUTCs
BPEIOHOCHBIH (aiin;

amaxka Ha yoaneHHulli 0ocmyn: B3JIOM CIa0O03alMIIEHHbIX TOYEK BXOJa,
takux kak RDP (nporokon ynanenHoro pabouero ctona), VPN wiu cepsepsl
C YSI3BUMOCTSIMH;

ucnonvzoearue necumumnozo I10: 310yMBIIIIEHHUKH MOTYT NPUMEHSITh
JerajgbHble TIPOrpaMMbl JUIi MOHUTOPHUHIA (Hanpv.:Lwep, Mipko Employee
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Monitor), 4ToOBI OCTaBaTbCs He3aMEYE€HHBIMH W | M3ydYaTb aKTHBHOCTb
COTpPYAHHMKOB, I€PEeXBaThIBATh HAXKaTHs KJaBull U Oydep oOmeHa.

2. 3akpenjieHue U pasBeaka. l[lomaB BHYTPb, 3710yMBILIICHHUKH
He HayuHaT mwKdpoBaHue cpazy. OHUM U3y4alOT CeTh, UUIYT LIEHHbIE JaHHbIE,
MOBBIIIAIOT CBOU IPUBHWIIETHH, MOIYYalOT JOCTYN K |[KOHTpOJUIEpaM JIOMEHa
M, 4TO CaMO€ BaKHO€, HAXOJAST U CTaparOTCsi BBIBECTH U3 CTPOs pe3epBHBIC
KOIMUHU. DTOT 3TAN MOXKET JTUTHCS HeJeIsIMH.

3. IloaroroBka k ¢uHanpHOM artake. [lepen 3amyckom mmdpoBaiblKMKa
MPECTYNHUKH 4YacTO KpaayT KOH(HAECHUMAJIbHBbIE AaHHBIE. DTO AeNaeTcs s
JBOMHOIO IIaHTa)ka: OHU YTPOKAIOT He TOJIBKO HaBcerad 3a0JI0KHupoBaTh (aiibl,
HO U onyOnMKOBaTh yKpageHHyo uHbopmanuio B UHTepHeTe.

4. 3anyck mmdpoBaHus. B HazsHayeHHBI MOMEHT Ha BCeX KJIOYEBBIX
cepBepax H paboOyMX CTAHLUMAX 3alyCKaeTcs BPEIOHOCHAsi Iporpamma.
Ona HayuHaer maccoBo mudpoats nokymeHThl (Office, PDF, 6a3bl nqaHHbIX,
MCXO/HBIA KO H T.J.), 4aCTO EePEeUMEHOBBIBAs X U OCTaBJISA B KaXK10M Iarnke
¢aiin ¢ TpeGoBanueM BeiKyna. CoBpeMeHHble MIMPPOBAIBLIMKH TaKXKe
YHHYTOXAKOT TeHeBble Komuu TOMOB (VSS) wu |oTKiIHOHaT cpeacrsa
BOCCTAHOBJIEHMSI CUCTEMBI, YTOOBI Yy JKEPTBBI HE OCTAJOCh IMPOCTHIX IyTeH
OTKara.

Kak 3amututbes oT mMdpoBaablIMkoB? 3amuTa J0DKHA OBITh
MHOTI'OYPOBHEBOM U CTPOUTHCS Ha MpPUHLIUIIE («I0BEPsiil, HO MPOBEPs», a TAKKE
Ha FOTOBHOCTH K TOMY, YTO aTaka MOXeT POU30UTH B IFOOOH MOMEHT.

Texnu4yeckHe Mepbl 3alUThI HHPPACTPYKTYpPbI:

v'  HenpukacaeMmsle pe3epBHbie Komuu (nmpaBuio 3-2-1). 1o camblii
I7IaBHBIN MYHKT. Y Bac AOKHO ObITh KAK MUHUMYM TPH KOIIHH JaHHBIX, Ha JIBYX
pa3sHBIX HOCHMTENSAX, M OJIHA KONUS OOs3aTeNbHO JO/DKHA XPAaHUTHCS BHE
OCHOBHOW HHpacTpyKTyphl (0daiiH), 4ToOBI 3I0YMBILUIEHHHKH HE MOTJIH J10
Hee no0patecsi. B 00nayHbIX cpeaax CTOMT MCIOJB30BaTh HEU3MEHSEMbIe
(immutable) pesepBHbIe KONMU, KOTOPBIE HENb3s H3MEHHUTDh WK YAAIUTH JaXe
IIPY KOMIIPOMETALMU YYETHOH 3allUCH aIMHHHCTPATOpA.

v' TIpMHUMII MHHMMAJIbHBIX TIPUBHJIETHIA. COTPYAHUKOB JIOJIKEH
OBITH OCTYN POBHO K T€M JAaHHBIM, KOTOpblE HEOOXOAMMBI Jisi pabOThl, U HE
Oospie. AQMMHUCTpPATHUBHBIE Y4YETHBIE 3allUCH JQ/OKHBI HCIIOJIB30BATHCS
TOJIBKO /ISl BBINIOJHEHHUs KOHKPETHBIX 3a/1ay.

v" MHorodpakropHas  ayreHtudukauus (MFA).  O6Gsa3aTesnbHO
Bxiouute NIFA Besze, rae 3To BO3MOXHO: Juisi moctyna K moute, VPN,
001a4HBIM CepBUCaM U, KOHEYHO, K KOHCOJISIM aJIMUHHCTPUPOBAHUS CEPBEPOB.

v' Cermenrauust cetu. KpuTuuecku BakHble cepBepbl ((aiinoBble,
PE3epBHOrO KONMMPOBaHUs, 0a3bl JaHHBIX) JOJDKHBI HAXOAUTHCS B OTAEIbHBIX
BUpTyalbHBIX ceTsaX (VLAN) c xectkumu npaBuiamu gocTtyna. JTO He AacT
aTake ¢ 3apaXK€eHHOro KoMmIbloTepa Oyxrajnrepa OBICTPO MEPEKUHYTHCS Ha BCe
XpaHHWJIMLIA.
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v'  O6HoBnenne IIO wu nomutuku 3amycka. CBOEBpPEMEHHO
ycTaHaBiauBaiiTe oOHOBieHuss Oe3onacHocTu. Mcnonb3yiite Oenble CHUCKH
npunoxenudt (AppLocker, WDAC), yToOsbl 3anpeTHTh 3amycK HEMOANMCAHHbIX
WM Hepa3peleHHBIX MPOorpamMM, BKI0Yasi HEU3BECTHBIE MIH(POBATIBLINKH.

! 4YTO  HE  HAIO  JEJATH  PABOTHHKAM
MPEANPUSATHIA? IPABUJIA IIM®POBOM 'MTMEHBI.

Camas coBeplIeHHas 3alllUTa MOXKET PYXHYTb| M3-3a OJHOH OIIMOKH
coTpyasuka. [Io3TOMy nepcoHany KaTeropH4eckH HeJib3si:

»  MEepexXOMTh IO MOJO3PUTETbHBIM CCBIJIKAM U OTKPBIBATH BJIOKEHUS
B IIMCbMax OT HE3HAKOMIEB, JaXe €CIHM OHHM BBIMIAAAT Kak JAOKYMEHTHI
OT KOHTPareHTOB WJIH FTOCOPraHoOB;

»  Wcnonb3oBaTh cinabeie maponn (tuma «password123», «Qwerty»
win «1C») U 3anKucBIBaTh X HA CTUKEPAX, MPUKIICEHHBIX K MOHUTODY;

»  NOAKIIoYaTh K pabovyuM KOMIBIOTEpaM JIMYHBIE HJIM Haii/leHHbIe
USB-HakonuTeu, KOTOpbie MOTYT OBITh 3apajkeHbl;

»  WTHOpPHpOBaTb HeOOBIYHOE TIOBEJEHHE | KOMIbIOTepa (pe3koe
3aMeJUIEHHEe, HEBO3MOXKHOCTb OTKpBITH (haiiibl, MOSBIEHHE CTpaHHBIX (aiioB
¢ TpeGoBaHMeM BbIKyMNa). B Takoif CUTyalUUH HYXHO HEMEUIEHHO OTKJIHOYHMTH
KOMITBIOTEP OT CETH ¥ cooOuTh B [T-oTHexN; T

»  nepeiaBaTh JIOTHHBI M TMApOJH KOJUIEraM o TeledoHy WM
B MECCEHKepax.

! YTO AEJIATH, ECJIA ®ANJIBI VKE 3AIIN®POBAHBI?

Eciu Gena Bce-Taku cilyuunach, IJIaBHOE MPaBUIO — HE IMAHUKOBATh
U He IUIaTMTh BhIKYN. Ilnarexx He rapaHTupyeT BOBBpaT AaHHBIX U JIMUIb
(buHaHCHpYeT JaNbHeHIINe aTaky PeCTYTHUKOB.

Ilnan neiicTBUI NO/DKEH BHIMIAAETD CIEAYIOIUM 0OpasoM:

1.  H3onupoBaTh 3apaK€HHbIE CHCTEMBI. MEIJIEHHO OTKJIIOYHTE
3apa)K€HHbIE KOMIIBIOTEPHI H CepBepbl OT ceTH (PU3UYECKH BbIICPHUTE CETEBOMH
Kabenb). DTO MOXKET OCTaHOBHTH PACIpPOCTPaHEHHE MH(POBaHUS HA JIpyrHe
YCTpOMCTBA; ,

2. Coobmuts 0 mnpobieme. HememneHHO yBeaoMHTE PYKOBOICTBO
¥ otzes uHGopMauroHHOH Oe3onacHocTH. Ecii B KOMNaHUU €CTh perjiaMeHT
0 pearupoOBaHUIO Ha UHLUAEHTBI, CIIeyiTe eMy.

3. Ouenutp _ymep0l W HayaTh  BOCCTaHOBIEHHE. Bwmecre
CO CIELHMAIMCTaMHU ONpee/IuTe, Kakue CUCTeMBbl 3aTpOHYThl. Eciu y Bac ectb
YKCTHIE, HE 3aTPOHYTHIE aTaKOH pe3epBHBIE KOMHUHU, MOIKHO HAYWHATH MPOLECC
BOCCTaHOBJIEHUs. [lig 3Toro motpedOyeTcs MOMHOCTHIO mnepeycTaHoBUTH OC
Ha 3apaKeHHBIX MALIMHAX M TOJIBKO I10CJIE 3TOr0 BOCCTAHABIMBATh JaHHbIE.

4.  OOpaTUTbCA B MHJIHMLHIO. DTO HE MPOCTO PEKOMEHIALINS, 2 BAXKHbIH
mwar Jas opuuranpHoi ¢ukcauuu npectymieHus. [IpeacraBurens KOMIaHUU
(pyKoBOJMTEIb WM OTBETCTBEHHBIH 3a HMHGMOPMAIMOHHYIO O€30MacHOCTb)
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JOJDKEeH Hamucathb 3asBieHune. Heobxoaumo npeaocTaBuTh ar00ble MaTepHallbl,
KOTOpBl€ MOTYT IIOMOYb pacC/IeJOBAHHUIO: MEpPENnHCKy ¢ BBIMOraTe/IsMH
(ecnu ona  Owuma), [P-agpeca, oOpasusl 3amkpoBaHHBIX  (aitioB
(u1s nocneayrowiei nepenadyu sxkcnepram) U $aitsios ¢ TpeGOBaHUAMMU.

CIEAYET IIOMHHUTDB! Araku wmuppoBaJbUIMKOB — 3TO BOMNPOC
He «ecnuy», a «korga». [loatomy ko4 kK MHGOpMAUMOHHON Oe30MacHOCTH
NPEANPUATHS — HAJEKHbIE W30/IMPOBAHHbIE O3Kambl, 00y4YeHHbIE COTPYIHUKH
¥ OTpabOTaHHBIN MJ1aH AEHCTBUN Ha Cily4ald HHLIMICHTA

CBaTTHHT L
(3aBeOMO J102KHOE COO0IIeHHe 00 OMACHOCTH)

CBarTHHT — 3aBe€IOMO JIOXKHBII BBI30B MUJIMIIMH, aBapHIHO-CIIacaTeIbHbIX
ciyx6 myreM danblIMBBIX COOOIIEHHI 0 MUHMpPOBaHHWH, YOUICTBaX, 3axBaTe
3aJI0’)KHUKOB U T.I1. OT UMEHH APYroro Juia.

DTOT TepMHH MPOMCXOAUT OT HaA3BaHHUA IITYpMOBOW rpymnnbl «SWAT»
(Special weapons and tactics) — cnelHaIM3upPOBAHHOM TOMULEHCKON €IMHUILBI
B CIIIA u MmHorux apyrux crpaHax. Eciu ecTh |yrpos3a, npu KOTOpOi
HEOOXOAMMO BMEUIATENBCTBO JITOM  €AMHMILBI, TMOCIEACTBUAMM  WHOT/A
CTAaHOBUTCS 3BaKyalHsi Y4YpexIeHUH oﬁpa:s‘onamjjﬁ, aJIMUHUCTPATUBHBIX

YYpEXKAECHUH, KPYITHBIX TOProBbIX 00BEKTOB. B 3amagHbIX cTpaHax «CBAaTTHHI»
PacCLIEHUBAETCsl KaK Pa3sHOBHJHOCTh TEPPOPU3MA, MOCKOJIbKY €ro UCIOJIb3YIOT
JUIs 3allyTMBaHUsl U CO3JaHMs PUCKA TOJIy4YEHHUS Tese
JIa’Ke CMEpTH.

CBaTTUHT B NIEpBYIO Ouepe/lb CBOWCTBEHEH Cpeie, rie JII0AH (Jalle Bcero
MOJIOJbIE) OOBEAUHSIOTCA MO KaKMM-TO LeasM. Hanpumep, B OHaliH-UTpax.
Y HHUX eCTb TEPMHMH «BbI3BaTb MWJMLHUIO Ha JOM» — KOrJa AJis TOro, YyToOBbI,
K MpUMEpY, A0CaJUTh OOMAYMKY, €My Ha JIOM BBI3BIBAIOT MPAaBOOXpPaHUTEIEH,
1160 coodLIaIOT 0 3aMUHUPOBAHUH KaKOT0-THO0 00BEKTA.

B mnocnexnue roasl CBaTTHHr K3 3a0aBbl JIrOOMTENEH OHJIAWH-UID
U XaKepoB MPEBpPaTH/ICS B MAacCoOBOE SsIBJI€HHE M OOJblIyi0 mpodieMy Juis
NIPaBOOXPAHHUTE/bHBIX OPraHOB pa3IWYHBIX CTpaH. | JKepTBamMu XyJIMraHOB
CTAHOBSATCS KaK OOBIYHBIE KO, TaK U 3HAMEHUTOCTH.

B Pecnybiuke Benapyce 3a nocieaHue nsTh JIET BO3POCIO KOJTMYECTBO
clly4aeB NOCTYIUICHUS cooO1eHu# Ha JEKTPOHHYIO MouTy
0 JIOXKHOM MHHHpPOBaHMH 00beKTOB. [log00HbBIe «mIaIOCTH» A0pOro ooXxoasTes
rocyaapcTBy, a UIsi BAHOBHBIX YpeBaThl BeCbMa HemyT%qumu MOC/IeACTBHSMH.

HBIX TOBPEXJICHUN WIIH

3a coBeplleHHE YKa3aHHbIX AeHCTBUI 'PO3UT HAKA3aHUS B BUJIE JIUILICHHS
CBOOOJBI CPOKOM 0 ISTH JIeT, a B Cllydyae MOBTOPHOrO COBepIleHHs, 10O

IpYIIOH JHIl TI0 MPEeABAPUTEIBHOMY CroBOpY, JUOO0 MOBJEKIIee MPUYHHEHHE
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!
yluepﬁa B KPYINIHOM pa3MeEpe, aU00 MOBIIEKIlIEe HHBIE TIKKHE MociaeaCTBHA,

J10 CEMH JIET JIMIIEHHUsI CBOOOIBI.

He3akoHHBIH 000pOT MJIATEKHBIX uunpymeumﬂ, CPeICTB IIaTeka
U HX PEKBH3HTOB

B 2022-2024 roay (pexe B HacToslee BpeMs) yallle B MOJIOAEIKHOM cpejie,
OTMEYaJICss pOCT KOJMYECTBA IMPECTYIUIEHWH, CBABAHHBIX C MpOJaxei
PEKBHU3MTOB TIUIATEKHBIX HMHCTPYMEHTOB (OAaHKOBCKMX IUIATEKHBIX KaprT,
JIOTHHOB M MapoJiel K CUcTeMe JAMCTaHMOHHOrO OaHKOBCKOI0 00CTy KMBaHH ).

Opranusaropamu MPeCTYHBIX rpynm, COBEPLUAIOLLIHUMH
KHOEpIpeCTyIUIEHUsl, BCE AaKTHBHEE B TMPOTHBOMPABHYI JAeSATEbHOCTh
BOBJIEKAETCS MOJIOJEXKb, /s COBEpLIEHUS IEHCTBUI, NpeayCMOTPEeHHBIX
cratbeit 222 YronoBHoro koaekca PecryGnuku Benap)igb (He3aKOHHBII 000pPOT

MUIATEXKHBIX HHCTPYMEHTOB, CPE/ICTB IIaTe’Xka U UX PEKBU3UTOB).

3a4acTyr0  MOAPOCTKM  HaxomaT  oOwbsBneHus B  MHTepHere
(Meccenmkepax), rae UM MnpeanaraioT oopMHTh Ha [CBOe MMs GAaHKOBCKYHO
KapTy U NIpOJaTh €€ PEKBU3UTHI, TEM CAMBIM IIPEIOCTABUB JIOCTYN K OAaHKOBCKUM
cueTaM, «IpPHUBS3aHHBIM» K KapTe, JHOO 9IEKTPOHHBIM  KOIIEIbKaM
(kak  mpaBMJIO  «3apaboOTOK»  3a  TaKue }gﬁcrsuﬂ COCTaBJISIET
ot 50 pybneit 3a pekBusuthel oaHoi BITK). B nanpHejiieM, peKBU3UTBI 3THX
IUIATEXXHBIX MHCTPYMEHTOB HCIOJb3YIOTCS IIPU COBEPLIEHHH MPECTYIHbIX
CZIEJIOK.

BerynuBmuM B cuny 3akoHom PecnyGnuku Benapycs ot 17 deBpans
2025 r. Ne61-3 «O06 wu3MeHeHHH KOAEKCOB [0 | BOMPOCaM YrOJIOBHOM
OTBETCTBEHHOCTH» AW epeHUHpyeTcss OTBETCTBEHHOCTh 3a HE3aKOHHBIH
0bopot mnarexHslXx HHCTpymeHTOB (cT. 222 VK PBb u cr. 12.35 KoAlIl).
Tak, 3a pacnpocTpaHeHHe 4YyXHUX (HAXOMSLIMXCS B [HE3aKOHHOM BJIaJICHHH)
PEKBH3UTOB OAaHKOBCKMX IUIATeXKHBIX KapTOYEK COXpaHAETCs YroJIOBHas
OTBETCTBEHHOCTb. TaKue e JeHCTBHS B OTHOIIEHHH COOCTBEHHBIX
(HaxosAImMXCs B 3aKOHHOM BJIQJICHMM) PEKBHU3UTOB OaHKOBCKHUX IUIATEKHBIX
KapTouyek OyayT Bie4b aIMUHHCTPATUBHYIO OTBETCTBEHHOCTb.

Onepauuu ¢ KPUNTOBAJIKOTOM

benapych pasBuBaroIlascsi CTpaHa M IpaKJaHe¢ aKTUBHEe IOJIb3YHOTCS
UH(PPOBBIMU TEXHOJIOTHSAMH.

[Topsinok ocylIeCTBICHHS CAEIOK C KPUIITOBAIKOTOM B HACTOSIIEE BPEMS
onpeneneH Ykaszom [Ipesunenra Peciybnuku benapycpk ot 17 centsGps 2024 r.
Ne367 «O6 obpautennn uudpoBeIX 3HAKOB (TOKEHOB)» |(1asiee — Yka3 Ne367).

Vkazom Ne367 ycraHoBieHa OOS3aHHOCTh |ANS (U3HUECKUX JIHIL
COBepLIaTh ONEpalMM 10 MOKYMNKe-MpoAake KPUITOBAIIOTHI 3a JEHEXKHbBIE
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cpeactBa (Genopycckue pyOiM, WHOCTPAHHYKO BallTy WIH 3JEKTPOHHbIE
NE€HbIH) TOJBKO Yy KpUNTOOHUpK (omeparopoB oOOMeHa KPHUIITOBAIIOT),
siBIsiIOIIMXCs pe3uaeHTaMu [lapka BBICOKMX TEXHOJIOTHH, a TAKXKe MEPEUUCIsATh
(MepeBOAUTH) AEHEMHHBIE CPEICTBA CO CBOMX OAHKOBCKHX CYETOB, 3JIEKTPOHHbIX
KOLLEIbKOB MCK/IIOUMTENbHO Yyka3zaHHbIM pesuaeHtam [IBT. Cosepuenue
omepauMii Mo Kymie (mpoaaxke) KPUITOBAIIOTBI Ha  HHOCTPAHHBIX
KpUNTOOMpXkKaX U y GU3NYECKHX JIHII SBJISETCS HE3aKOHHBIM U 3aIpellaeTcsl.
Vkaz Ne367 He BBOAMT 3ampeT B OTHOLICHHMH QIEpaLHUil M0 NEPEBOAY
KPHUIITOBAIIOTEl Ha 3apyOe)kHble TOProBble IUIOLAJAKM U HE OrpaHUuYMBaeT
BO3MOXKHOCTb HMCIIOJIb30BaHUsl (PU3HYECKHMMH JIMLAMH| TaKHX IUJIOLIAAO0K Jis
COBEpILIEHH onepaluii oOMeHa (Hanpumep, 0OMEH KpHIITOBAJIIOThI OJHOTO BH/1a
Ha KPHUIITOBAIIOTY APYroro BHJAA, TOPrd KPHUMNTOBAIIOTOH), HE CBSA3aHHBIX
C HEMOCPEACTBEHHBIM BBOJIOM MJIM BBIBOZIOM JIEHEXKHBIX CPEJICTB.
Takum o6pa3om, B HacTosiiee BpeMs B benapycu 1eficTBYIOT ciieayrolue
HOPMBI:
Paspeweno nokynatb TOKEHH (KpHNTOBAIIOTY) 3a JEHEXHBIE CpPeACTBa
TOJBKO Ha OeopycCcKHX KpuUnToOUpikax, sBISIOIIMXC¢s pesuaeHTamu [lapka
BBICOKHMX TEXHOJIOTHH; OOMEHMBaTh TOKEHbI Ha JpyIHe TOKeHbl Ha JIIOOBIX
Kpunromiatopmax Oe3 orpaHuueHHi, Hampumep, oOMeHuBaTh Bitcoin
Ha Ethereum.
3anpewieno noKynatb WM IPOJABaTh TOKEHBI (KpHIITOBAIIOTY)
3a JICHeXHbIE CPeACTBA HA HHOCTPAHHBIX KPUIITOOHpPIKaX.

YIIK KM I'YB/] Munzopucnoaikoma




